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Abstract

Thereality of multi-corehardware hasmadeconcurrenrograms
penasive. Unfortunately writing correctconcurrentprogramsis
dif cult. Addressingthis challengerequiresadwancesin multiple
directions,including concurreng bug detection,concurrentpro-
gramtesting,concurrenprogrammingmodeldesign,etc. Design-
ing effective techniquesin all thesedirectionswill signi cantly
bene t from a deepunderstandin@f real world concurreng bug
characteristics.

Thispapemprovidesthe rst (to thebestof ourknowvledge)com-
prehensie realworld concurreng bug characterististudy Specif-
ically, we have carefullyexaminedconcurreng bug patternsman-
ifestation,and x stratgiesof 105 randomlyselectedreal world
concurreng bugs from 4 representate sener and client open-
sourceapplications(MySQL, Apache,Mozilla and OpenOfce).
Our study reveals several interesting ndings and provides use-
ful guidanceor concurreng bug detectiontesting,andconcurrent
programminganguagedesign.

Someof our ndings are asfollows: (1) Around one third of
the examinednon-deadloclconcurreng bugs are causedby vio-
lation to programmersorderintentions,which may not be easily
expressedvia synchronizationprimitives like locks and transac-
tional memories;(2) Around 34% of the examinednon-deadlock
concurreng bugs involve multiple variables,which are not well
addressedby existing bug detectiontools; (3) About 92% of the
examinedconcurreng bugscanbe reliably triggeredby enforcing
certainordersamongno morethan4 memoryaccesseslhis indi-
categhattestingconcurrenprogramscantargetatexploring possi-
ble ordersamongevery small groupsof memoryaccessesnstead
of amongall memoryaccesses4) About 73% of the examined
non-deadlockconcurreng bugswerenot x ed by simply adding
or changinglocks, andmary of the x eswere not correctat the
rst try, indicatingthedif culty of reasoningconcurrenexecution
by programmers.

Categoriesand SubjectDescriptors D.2.5[Softwae Engineer
ing]: TestingandDehugging; B.8.1[Hardwarg]: Performancand
Reliability—Reliability, Testing,andFault-Tolerance
GeneralTerms LanguagesReliability

Keywords concurrentprogram,concurreng bug, bug character
istics
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1. Intr oduction
1.1 Motivation

Concurrentprogramsare becomingprevalent due to the reality
of multi-core hardware. Nowadays,not only high-endsenersbut
alsodesktopmachinesneedconcurrenprogramso make the best
use of their multi-core hardware. As a result, the dif culty of
concurrenprogrammings hitting the entiresoftwaredevelopment
community ratherthan just the elite few. Writing good quality
concurrenprogramshasbecomecritically important.

Unfortunately writing correctconcurrenprogramss dif cult.
Mostprogrammershink sequentiallyandthereforehey make mis-
takes easily whenwriting concurrentprograms.Even worse, the
notoriousnon-determinisnof concurrenprogramsmakesconcur
reng/ bugsdif cult to repeatduringinteractve diagnosis.

Addressingheabove challengesvill requireeffortsfrom muilti-
plerelateddirectionsincludingthoselisted asfollows, all of which
have madesomeprogressover the pastyearsbut still have mary
open,unsohedissues:

(1) Concurrency bug detection Most previous concurreng bug
detectionresearcthasfocusedon detectingdataracebugs(7, 10,
31,33,37,42] anddeadlockougs[3,10,37]. Dataraceoccurswhen
two con icting accesset onesharedvariableare executedwith-
out propersynchronizatione.g.,not protectedoy a commonlock.
Deadlockoccurswhentwo or more operationscircularly wait for
eachotherto releasahe acquiredresourcge.g.,locks). Recently
several approachesiave also beenproposecdto detectatomicity-
violation bugs[12,23,41], which arecauseddy concurrenexecu-
tion unexpectedlyviolating the atomicity of a certaincoderegion.
Although previous work hasproposeceffective methodso de-
tect certaintypesof concurreng bugs, it is still far from provid-
ing acompletesolution.In particular severalopenquestionsabout
concurreng bug detectionstill remain:(i) Canexisting bug detec-
tiontoolsdetectall realworld concurreng bugs?Speci cally, what
typesof concurreng bugsexistin realworld?ls thereary typethat
hasnot beenaddresseget by existing work? In addition,arethe
assumptionsf existingtoolsaboutconcurreng bugsvalid?For ex-
ample mostpreviousracedetectiorandmary atomicitybug detec-
tion techniguegocuson synchronizatiommongaccessew® a sin-
glevariable. How mary concurreng bugsaremissedoy this single
variableassumption®ii) How helpfulareexistingtoolsin diagnos-
ing and xing therealworld concurreng bugsdetectedoy them?
For example,mary concurreng bug detectiontools remind pro-
grammerghat somecon icting accessearenot protectedby the
samelock. Suchinformationcanhelp programmersddor change
lock operationsHowever, how oftenarerealworld bugs x ed by
addingor changinglock operationsMore generally how do pro-



grammersx realworld concurreng bugsandwhatinformationdo
they need?

(2) Concurrent program testing and model checking Testingis
acommonpracticein softwaredevelopmentlt is acritical stepfor
exposingsoftwarebugsbeforerelease.

Existing testingtechniquegmainly focus on the sequentialas-
pectsof programssuchasstatementdyranchesetc.andcannotef-
fectively addressoncurrentiprograms'concurencyaspectssuch
asmulti-thread(or multi-process)nterlearings[28].

The major challengeof concurreng testingis the exponen-
tial interleavingspaceof concurrentprograms Exposingconcur
reng/ bugsrequiresnot only a bug-exposinginput, but alsoa bug-
triggeringexecutioninterleaving. Thereforeto achieze acomplete
testingcoverageof concurrenprogramstestingneedgo cover ev-
ery possibleinterleaving for eachinput testcase[39], whichis in-
feasiblein practice.

To addressthe above challenge,an openquestionin concur
reng testingis as follows: canwe selectvely testa small num-
berof representatke interleavingsandstill exposemostof thecon-
curreny bugs?Motivatedby this problem,previous work suchas
the ConTestproject[4, 9] hasproposedsomemethodsto perturb
programexecutionandforce certaininterleavings by injecting ar
ticial delaysafter every synchronizatiorpoint. While an inspir
ing attemptjt is unclearbothquantitatvely andqualitatively, what
portionof concurreng bugscanbe exposedby suchheuristics.

Ultimately, designingpracticalandeffective testcasedor con-
currentprogramsrequiresa good understandin@f the manifesta-
tion conditionsof real world concurencybugs Thatis, we need
to know whatconditionsareneededbesidegprograminputs,to re-
liably trigger a concurreng bug. Speci cally, hov mary threads,
howv mary variablesandhowv mary accesseareusuallyinvolved
in arealworld concurreng bug's manifestation?

Similar questionsare alsoencounteredn softwareveri cation
and model checking[13, 28,34] for concurrentprograms Better
understandin@f the manifestatiorof realworld concurreng bugs
canhelpmodelcheckingprioritize the programstatesandalleviate
its stateexplosionproblem.

(3) Concurrent programming language design Good concur
rent programminglanguagesan help programmersorrectly ex-
presstheir intentions and thereforeavoid certain types of con-
curreny bugs. Along this direction, transactionamemory (TM)
[1,2,15,16,25,26,27,36] is oneof thepopulartrends.TM provides
programmersn easieway to specifywhich coderegionsshould
be atomic. Further it automaticallyprotectsthe atomicity of the
speci edregion againsiotherspeci ed regionsthroughunderlying
hardwareandsoftwaresupport.

AlthoughTM shaws greatpotential therearemary openques-
tions, including (i) What portion of bugscanbe avoidedby using
TM? (ii) Whatarethe real world concernghat TM designneeds
to payattentionto? (iii) BesidesTM, whatotherprogrammindan-
guagesupportswill beusefulfor programmerso write correctcon-
currentprograms?

Addressingthe openquestionsin all of the abose directions
will signi cantly bene t from a betterunderstandingf realworld
concurreng bug characteristics—basicallywe canlearnfrom the
commonmistakes programmersare makingin writing concurrent
programs.For example,if mary real world concurreng bugsin-
volve multiple sharedrariableswe needto extendconcurreng bug
detectiortechniquedo addressnulti-variableconcurreng bugs;if
the manifestatiorof mostrealworld concurreng bugsareguaran-
teedby apartialorderamongonly two threadsconcurrenprogram
testingonly needgo cover pairwiseinterlearingsfor every pair of
programthreadsjf therearesomeconcernsn avoiding realworld
concurreng bugswith existing synchronizatiomprimitives,we can

extendtransactionamemorymodel or designnew languagesup-
portto furthereasawriting concurrenprogramsif acertaintypeof
informationis frequentlyusedby programmerén xing realworld
concurreng bugs,bug detectiontools canbe extendedto provide
suchinformationandthusbecomemoreusefulin practice.

In the past,mary empirical studieson generalprogrambug
characteristicgnot speci ¢ to concurreng bugs)have beendone.
Their ndings have provided usefulguidelinesandmotivationsfor
bug detection testingand programminganguagedesign.For ex-
ample,the study of bug typesin IBM software systemg[38] in
19905 demonstratetheimportanceof memorybugsandhasmo-
tivatedmary commercialand open-sourcenemorybug detection
toolssuchasPurify [18], Valgrind[30], CCured[29], etc.A recent
study of operatingsystembugs [8] revealedthat copy-pastewas
animportantcauseof semanticugs,andhasinspiredatool called
CP-Minerthatfocusedon detectingcopy-pasteccodeandsemantic
bugsrelatedto copy-paste[19].

Unfortunately few studieshave beenconductedon real world
concurreng bug characteristicsPreviously, researchersealizing
theimportanceof sucha studyhave conducteda preliminarywork
on concurreng bug characteristic$11]. However, they built their
obserationsuponprogramghatwereintentionallymadebuggyby
studentgor the characterististudy

The lack of a goodreal-world concurreng bug characteristic
studyis mainly dueto thefollowing two reasons:

(2) It is dif cult to collectreal world concurreng bugs, espe-
cially sincethey areusuallyunderreported As obseredin previ-
ouswork [6], the non-determinisnhinderedthe usersfrom report-
ing concurreng bugs,andmadeconcurreng bug reportsdif cult
to getunderstoocndsolvedby programmersThereforeijt is time-
consumingo collectagoodsetof realworld concurreng bugs.

(2) Concurreng bugs are not easyto understandTheir pat-
ternsand manifestationsusually involve complicatedinteractions
amongmultiple programcomponentsandarethereforehardto un-
derstand.

1.2 Contributions

This work providesthe rst (to the bestof our knowledge)com-
prehensie realworld concurreng bug characterististudy Specif-
ically, we examine the bug patterns, manifestations,x strate-
giesandothercharacteristicef realworld concurreng bugs.Our
study is basedon 105 randomly selectedreal world concurreng
bugs,including 74 non-deadlockugsand 31 deadlockbugs, col-
lectedfrom 4 large andmatureopen-sourcapplicationsMySQL,
Apache, Mozilla and OpenOfce, representingboth sener and
client applications.For eachbug, we carefully examine its bug
report, correspondingourcecode, relatedpatchesand program-
mers'discussionall of which togethemprovide usarelatively thor-
oughunderstandingf the bug patternsmanifestatiorconditions,
X stratgiesanddiagnosigrocesses.

Our studyrevealsmary interestingndings, which provide use-
ful guidelinesfor concurreng bug detection,concurrentprogram
testing,andconcurrenprogrammindanguagedesign We summa-
rize our main ndings andtheirimplicationsin Tablel.

While we believe that the applicationsand bugswe examined
well represent large body of concurrentapplicationswe do not
intendto drav ary generalconclusionsaboutall concurrentap-
plications.In particular we shouldnotethat all of the character
istics and ndings obtainedin this study are associatedvith the
four examinedapplicationsandthe programminganguageshese
applicationsuse. Therefore,the resultsshould be taken with the
speci ¢ applicationsandour evaluationmethodologyin mind (see
Section2.3for our discussioraboutthreatsto validity).



Findings on Bug Patterns (Section3)

Implications

(1) Almostall (97%) of the examinednon-deadloclugs
belongto oneof thetwo simplebug patterns
atomicity-violationor orderviolation .

Concurreng bug detectioncanfocuson thesetwo bug
patterngo detectmostconcurreng bugs.

(2) About onethird (32%) of the examinednon-deadlock
bugsareorder-violation bugs which arenotwell addressed
in previouswork.

New concurreng bug detectiontoolsareneededo
detectorderviolation bugs,which arenotaddressed
by existing atomicityviolation or racedetectors.

Findings on Manifestation (Section4)

Implications

(3) Almostall (96%) of the examinedconcurreng bugsare

is enforced.

guaranteedo manifestif certainpartialorderbetweer? threads

Pairwisetestingon concurrenprogramthreadscan
exposemostconcurreng bugs,andgreatlyreduce
thetestingcomplity.

(4) Some(22%) of the examineddeadlockougsarecaused
by onethreadacquiringresourceheldby itself.

Single-threadasedleadlockdetectionandtestingtech-
niguescanhelp eliminatethesesimpledeadlockbugs.

(5) Mary (66%) of theexaminednon-deadloclconcurreng
bugs' manifestatiorinvolvesconcurrenfaccesset
only onevariable

Focusingon concurrenticcesset onevariableis agood
simpli cation for concurreng bug detectionwhichis
usedby mary existing bug detectors.

(6) Onethird (34%) of the examinednon-deadlockconcur
reng/ bugs' manifestatiorinvolvesconcurrenticcesset
multiplevariables.

New detectiortoolsareneededo address
multiple variable concurencybugs.

(7) Almost all (97%) of the examineddeadlockbugsinvolve
two threadscircularly waiting for at mosttwo resouces

Pairwisetestingon the acquisition/releassequence®
two resourcesanexposemostdeadlockconcurreng bugs,
andreducetestingcompleity.

(8) Almostall (92%) of the examinedconcurreng bugs
areguaranteedo manifestf certainpartialorderamong
no more than4 memoryaccessess enforced.

Testingpartialordersamongevery smallgroup of
accessesanexposemostconcurreng bugs,andsimplify
theinterleaving spacegromexponentialto polynomial

Findings on Bug Fix Strategies(Section5)

Implications

(9) Threequarterq73%) of the examinednon-deadlock
bugsare x edby techniquestherthanadding/changing

andotherissueso decidethe mostappropriatex stratayy.

locks. Programmersieedto considercorrectnesgperformance

Bug detectionanddiagnosigoolsneedto provide more
bug patternandmanifestatiorinformation,besides
lock information,to helpprogrammersx bugs.

(10) Mary (61%) of theexamineddeadlockbugsare x edby

Such x canintroducenon-deadloclconcurreng bugs.

preventingonethreadfrom acquiringoneresourcge.g.lock).

Fixing deadlockbugsmightintroducenon-deadlock
concurreng bugs. Specialhelpis neededo ensurehe
correctnessf deadlockbug x es.

Findings on Bug Avoidance(Section5.3)

Implications

(11) Transactionamemory(TM) canhelpavoid about
onethird (39%) of the examinedconcurreng bugs.

Transactionamemory(TM) is apromisinglanguage
featurefor programmers.

concurreng bugs,if someconcernsareaddressed.

(12) T™M couldhelpavoid over onethird (42%) of theexamined

TM designersnay needto payattentionto someconcerns,
suchashow to protecthard-to-rollbacloperations.

(13) Some(19%) of the examinedconcurreng bugscannot

bene t from basicTM designspecausef their bug patterns.

Betterprogrammindanguagédeatureso helpexpress
“or der” semanticsn C/C++programsaredesired.

Table 1. Our ndings of realworld concurreng bug characteristi@andtheirimplicationsfor concurreng bug detectionconcurrenprogram
testingandconcurrenprogrammindanguagelesign.(*: All termsandcateyoriesmentionecherewill beexplainedin Section2.)

2. Methodology
2.1 Bug sources

Applications: We selectfour representatie open sourceappli-
cationsin our study: MySQL, Apache,Mozilla, and OpenOfce.
Theseareall mature(with 9-13yearsdevelopmenthistory) large
concurrenapplicationgwith 1-4million linesof code),with well
maintainedbug databasesThesefour applicationsrepresendif-
ferenttypesof sener applications(databasendweb sener) and
client applicationgbrowsersuiteandof ce suite).Concurreng is
usedfor different purposesn theseapplications.Sener applica-
tions mostly useconcurreng to handleconcurrentlient requests.
They can have hundredsor thousand=f threadsrunning at the
sametime. Client and of ce applicationsmostly useconcurreng
to synchronizemultiple GUI sessionsand backgroundworking
threads.

Bugs: We randomly collect concurreng bugs from the bug
databasesf theseapplicationsSincethesedatabasesontainmore
than ve hundredthousandbug reports,in order to effectively
collect concurreng bugsfrom them,we useda large setof key-

wordsrelatedto concurreng bugs, for example, race(s)’, dead-
lock(s)", 'synchronization(s)",concurreng' “lock(s)',"mutex(es)’,
“atomic', ‘compete(s)'andtheir variations.Fromthethousandef
bug-reportghat containat leastonekeyword from the abore key-
word set,we randomlypick about ve hundredbug reportswith
clearand detailedroot causedescriptions sourcecodes,and bug
X information.Then,we manuallycheckthemto male surethat
the bugs are really causedby programmerswrong assumptions
aboutconcurrenexecution,and nally get105concurreng bugs.

- o # of Bug Samples
Application Description Non-Deadlock| Deadlock
MySQL Databasé&ener 14 9
Apache Web Sener 13 4
Mozilla BrowserSuite 41 16
OpenOfce Of ce Suite 6 2
Total 74 31

Table 3. Ourapplicationsetandbug set



De nitions Relatedto Bug Pattern Study
Dimension Category Description Abbr.
Atomicity Thedesiredserializabilityamongmultiple memoryaccesses violated. Atomicity
Bug Violation (i.e. acoderegionis intendedo beatomic,but the atomicityis not enforcedduring execution.)
Pattern* Order Thedesiredorderbetweertwo (groupsof) memoryaccesses ipped. Order
Violation (i.e. A shouldalwaysbeexecutedbeforeB , but the orderis not enforcedduringexecution.)
Other Concurreng bugsotherthanthe atomicity violation andorderviolation. Other
De nitions Relatedto Bug Manifestation Study
Dimension Term De nition
Manifestation A speci ¢ executionorderamonga smallestset(S) of memoryaccesses.
Bug Condition As long asthatorderis enforcedno matterhow, the bug is guaranteedo manifest.
Mani- # of threadsnvolved Thenumberof distinctthreadshatareincludedin S.
festation # of variableinvolved Thenumberof distinctvariablesthatareincludedin S.
# of accessemwolved Thenumberof accessethatareincludedin S.
De nitions Relatedto Bug Fix Study
Dimension Category Description Abbr.
ConditionCheck (1) While- ag; or (2) optimisticconcurreng with consisteng check. COND
Non- CodeSwitch Switchthe orderof certainstatementi the sourcecode. Switch
deadlock DesignChange Changehedesignof datastructuresor algorithms. Design
Fix Stratgy Lock Stratgy (1) Add/changdocks; or (2) adjusttheregion of critical sections. Lock
Other Stratgiesotherthantheabove ones. Other
Give upresource Not acquiringaresourcelock, etc.)for certaincoderegion. GiveUp
Deadlock Split Resource Split abig resourceo smallerpieceso avoid competition. Split
Fix Stratgy | Changeacquisitionorder | Switchtheacquisitionorderamongseveralresources. AcqOrder
Other Stratgiesotherthantheabove ones. Other
Concernsn Verylong code A coderegionis toolong to beputinto atransaction. Long
Transactional RollbackProblem Somel/O andsystemcallsarehardto roll back. Rollback
Memory CodeNature Sourcecodewith certaindesignis hardto turnto transaction. Nature

Table 2. Ourcharacteristicateyoriesandde nitions. (*: Thebug patterncatgoryis determinedy therootcauseof aconcurreng bug,i.e.
whattypeof programmerssynchronizatiorintentionis violated,regardlessof possiblebug x strategies)

We separatelystudy two typesof concurreng bugs: deadlo&
bugsandnon-deadlok concurencybugs Thesetwo typesof bugs
have completelydifferentpropertiesand demanddifferentdetec-
tion, recovery approaches hereforewe separaté¢hemfor theease
of investigation.

Finally, we collect 105 concurreng bugs, including 74 non-
deadlockconcurreng bugsand31 deadlocksugs. The detailsare
shavn in Table3.

2.2 Characteristic categories

In order to provide guidancefor future researchon concurrent
programreliability, in this work, we focus on three aspectsof
concurreng bug characteristicsbug pattern, manifestation,and
bug x strategy. Othercharacteristicssuchasfailure impactand
bug diagnosigprocesswill bebrie y discusseattheend.

(1) Along the bug patterndimensionwe classifynon-deadlock
concurreng bugsinto threecateyories (atomicity-violationbugs,
orderviolation bugsandthe otherbugs)basedntheirroot causes,
i.e.,whattypesof synchronizatiorintentionsareviolated.Detailed
de nitions areshavn in Table2. Herewe do not classifydatarace
asabug pattern.Thereasoris that,a dataracemayindicatea con-
curreny bug, but it canalsobe a benignracein mary casese.g.,
while- ag. Furthermoredata-racdree doesnot meanconcurreng
bug free [12,23]. We do not further breakdeadlocksnto subcate-
goriesasmostof themarerelatively similarandsimple.

(2) For the manifestatiorcharacteristicsye studythe required
conditionfor eachconcurreng bug to manifest(denotedas man-
ifestationcondition de ned in Table 2), andthendiscussconcur
reng/ bugsbasedon how mary threadshow mary variables(re-
sources)andhow mary accesseareinvolvedin their manifesta-
tion conditions.

(3) For the bug x strategy, we study both the nal patchs

X stratgy and the mistales in intermediatepatches.We also
evaluatehow transactionamemorycanhelp avoid thesebugs.All
therelatedclassi cationis shavn in Table2.

2.3 Threatsto validity

Similar to the previous work, realworld characterististudiesare
all subjectto a validity problem.Potentialthreatsto the validity
of our characterististudy arethe representatenessof the appli-
cations,concurreng bugsusedin our study andour examination
methodology

As for applicationrepresentatieness,our study choosesour
sener and client-basectoncurrentapplicationswritten in C/C++,
which are the popularprogramminglanguagedor thesetypesof
applications.We believe that thesefour applicationswell repre-
sentsener andclient-basedoncurrenepplicationswhich aretwo
large classesf concurrentapplicationsHowever, our study may
notre ect thecharacteristicef othertypesof applicationssuchas
scienti ¢ applicationspperatingsystemsor applicationswrittenin
otherprogrammindanguagege.g.,Ja/a).

As for bug representatenessthe concurreng bugswe studied
arerandomlyselectedrom the bug databasef the abore applica-
tions. They provide goodsamplesof the x edbugsin thoseappli-
cations While characteristicef non- xedor non-reporteadtoncur
reng/ bugsmightbedifferent,thesebugsarenotlikely asimportant
asthereportedand x edbugsthatareexaminedin our study

In termsof our examinationmethodologywe have examined
every pieceof informationrelatedto eachexaminedbug, including
programmerstclear explanationsforum discussionssourcecode
patchesmultiple versionsof sourcecodes andbug-triggeringtest
casesln addition,we arealsofamiliar with the examinedapplica-
tions, sincewe have modi ed andusedthemin mary of our previ-
ouslypublishedwork [22,23,35].

Overall, while our conclusionsannotbe appliedto all concur
rentprogramswe believe that our studydoescapturethe charac-
teristicsof concurreng bugsin two largeimportantclasse®f con-
currentapplicationssener-basedandclient-basedpplicationsin
addition,mostof thesecharacteristicareconsistenacrossall four
examined applications,indicating the validity of our evaluation
methodologyto somedegree.Additionally, we do not emphasize




Thread 1
S1: if (thd-> proc_info)™ — —_ N z
__ —S3:thd-> proc_info=NULL;
S2: fputs(thd-> proc_irﬁ_o,—i);

Thread 2

MySQL ha_innodb.cc

Figure 1. An atomicityviolation bug from MySQL.

Thread 1 Thread 2 —>
Correct Order
- — —
void init (2 . ) B Ordi
{ (2) id mMain (z) uogy Order
3 { Thread 2
h should not
mThread=PR_CreateThread (mMain, ); MState= dereference
- mThread-> State;
T —— - —— - mThread
z before Thread
} } L initializes it.
Mozilla nsthread.cpp

Figure 2. An orderviolation bug from Mozilla. The programfails to en-
forcethe programmes orderintention:thread2 shouldnotreadmThread
until threadl initializes mThread Note that, this bug could be x ed by
making PRCreateThread atomicwith the write to mThread However,
our bug patterncateorizationis basedon root causeyegardlesof possi-
ble x stratgies.

. Monitor thread
void error_monitor_thread() {

Thread 1
void buf_flush_try_page() {

Thread 2 --- Thread n

if(lock_wait_timel[i] >
fatal_timeout)
} assert(0, BVe crash the server;
It seems to be hung. §;

rw_lock(&lock); rw_lock(&lock);

MySQL buf0flu.c } MySQL srvOsrv.c

Figure 3. A MySQL bug thatis neitheran atomicity-violationbug nor
anorderviolation bug. The monitorthreadis designedo detectdeadlock.
It restartsthe sener whena threadi haswaitedfor a lock for morethan
fatal _timeout amountof time.In thisbug, programmersinderestimate
the workload (n could be very large), andthereforethe lock waiting time
would frequentlyexceedfatal _timeout andcrashthe sener. (We sim-
pli ed thecodefor illustration)

ary quantitatve characteristicresults.Finally, we also warn the
readergo take our ndings togethemwith abore methodologyand
selectedapplications.

3. Bug pattern study

Differentbug patternausuallydemandiifferentdetectioranddiag-

nosisapproachedn Table4, we classifythe patternsof the exam-

ined non-deadloclkconcurreng bugsinto threecateyories: Atom-

icity, Order and Other which aredescribedn Table 2. Note that
the catgyoriesaredistinguishedrom eachotherby theroot cause
of abug, regardlesf the possiblebug x stratejies.

Application || Total || Atomicity [ Order | Other
MySQL 14 12 1 1
Apache 13 7 6 0
Mozilla 41 29 15 0
OpenOfce 6 3 2 1
Overall 74 51 24 2

Table 4. Patternsof non-deadloclconcurreng bugs.(Thereare3 exam-
ined bugs, whosepatternscan be consideredas either atomicity or order
violation. Thereforethey areconsideredn bothcateyories.)

Thread 1 Thread 2 Correclt Order
int ReadWriteProc (Z) void DoneWaiting (Z) *——
{ Buggy Order
7 [*callback function of

S4 is assumed
to be after S2.
If S4 executes

S1: PBReadAsync ( &p); PBReadAsync'/

S2: io_pending = TRUE; v

z ~_ S4:E_pending =FALSE; |pefore S2,
S3: while (io_pending ) {...}; - thread 1 will
b4 } hang.
} Mozilla macio.c Mozilla macthr.c

Figure 4. A write-write orderviolation bug from Mozilla. The program
fails to enforcethe programmes orderintention: thread?2 is expectedto

write io _pending to be FALSE sometime after threadl initializesit to

be TRUE. Notethat, this bug couldbe x ed by makingS1andS2atomic.
However, our bug patterncateorizationis basedon root causeregardless
of possiblex stratgies.

— Correct Order
) 4= — Buggy Order

Thread 1

void js_DestroyContext () {
/* last one entering this function */

Thread 2
void js_DestroyContext (
/* non-last one entering this js_UnpinPinnedAtom
function */ should happen after
js_MarkAtom(&atoms, );| js_MarkAtom.
}_-V

-

js_UnpinPinnedAtom(&atoms);
} |

Otherwise, program
- . N
Mozilla jscntxt.c, jsgc.c

crashes.

Figure 5. A Mozilla bug that violatesthe intendedorder betweentwo
groupsof operations.

Finding (1): Most (72 outof 74) of theexaminednon-deadlock
concurreng bugsarecoveredby two simplepatternsatomicity-
violation andorder-violation.

Implications: Concurrentprogrambug detection,testingand
languagedesignshould rst focuson thesetwo major bug pat-
terns.

The Finding (1) canbe explainedby thefactthatprogrammers
generallyput their intentionson atomicregionsand executionor-
ders,but it is not easyto enforceall theseintentionscorrectlyand
completelyin implementation.

Sinceprogrammershink sequentiallythey tendto assumehat
small coderegions will be executedatomically For example,in
Figurel, programmerassumehatif S1readsanon-NULL value
from thd->proc _info , S2 will alsoreadthe samevalue. How-
ever, suchan atomicity assumptiorcan be violated by S3 during
concurrenexecution,andit leadsto a programcrash.

It is alsocommonfor programmers$o assumenorderbetween
two operationgrom differentthreadsput programmersnayforget
to enforcesuchanorder As aresult,oneof thetwo operationsnay
be executedfaster(or slower) thanthe programmersassumption,
andit makesthe orderbug manifest.In the Mozilla bug shawvn in
Figure2, it is easyfor programmerso assumevrongly thatthread
2 would dereferencenThreadafter threadl initializesit, because
thread? is createdby threadl. However, in real execution,thread
2 may bevery quick anddereferencenThreadbefoe mThreadis
initialized. This unexpectedorderleadsto programcrash Notethat
eventhoughthe bug canbe x edwith locks, theroot causeof the
bug is notanatomicityviolation, but anorderviolation.

Concurreng bugs violating other types of programmers'in-
tentionsalso exist, but are muchrareras shavn in Table 4. Fig-
ure 3 shavs anexample.In oneversionof MySQL, programmers
usea timeoutthresholdfatal _timeout to detectdeadlock.The
sener will crash,if ary threadwaits for a lock for more than
fatal _timeout amountof time.However, whenprogrammerset
thethresholdthey underestimatethe workload.As aresult,users
foundthattheMySQL senerkeepscrashingunderheary workload
(with 2048worker-threadsetting).Sucha performance-relateds-



sumptionis neitheratomicity intention nor order intention. This
bugis x edby limiting thenumberof worker-threads.

Finding (2): A signi cant number(24 out of 74) of the exam-
ined non-deadlockconcurreng bugsare order bugs, which are
notaddressedy previous bug detectionwork.

Implications: New bug detectiontechniquesare desiredto
addres®rderbugs.

As we discussedibore, it is commonfor programmerdo as-
sumea certain order betweentwo operationsfrom two threads.
Speci cally, programmersan have an orderintentioni) between
awrite andaread(Figure2) to onevariable;ii) betweertwo writes
(Figure4) to onevariable;or iii) betweentwo groupsof accesses
to a group of variables(Figure 5). In Figure 4, programmersex-
pectS2to initialize io _pending before S4 assignsa new value,
FALSEto it. However, the executionof the asynchronouseadcan
be very quick and S4 may be executedbeforeS2, contraryto the
expectationof programmersThis makesthreadl to hang.In an-
otherexampleshavn in Figure5, js _UnpinPinnedAtomfreesall
elementsin the atoms array This setof memoryaccesse$o the
whole arrayis expectedto happerafterjs _MarkAtom which may
accessomeelementsn atoms.

Notethattheabove orderbugsaredifferentfrom dataracebugs
andatomicity violation bugs.Evenif two memoryaccesse® the
samevariable are protectedby the samelock or two con icting
coderegionsareatomicto eachother the executionorderbetween
themstill may not be guaranteedWe shouldalsonotethat some
orderviolation bugscould be xed usingcoarsemgrainedlocking,
asin exampleFigure 2 andFigure4; someotherscannotbe x ed
by locks, asin exampleFigure5 and Figure7 (will be discussed
later). This is not relatedto the bug root cause anddoesnot affect
our bug patternclassi cation.

Althoughimportantandcommon orderviolation bugshave not
beenwell studiedby previous researchMary orderbugswill be
missedby existing concurreng bug detectorsyhich mainly focus
on race bugs or atomicity bugs. New techniquesare desiredfor
solvingtheorderproblems.

4. Bug manifestation study

Manifestationconditionof a concurreng bug is usuallya speci c
orderamonga setof memoryaccessesr systemevents.In this
sectionwe studythe characteristicef realworld concurreng bug
manifestationfollowing the methodologyde ned in Table2. We
will discussguidancefor concurrentprogramtestingand concur
reng/ bug detectionbasedon our obsenations.

4.1 How many thr eadsareinvolved?

Finding (3): Themanifestatiorof most(101out of 105)exam-
ined concurrenyg bugsinvolvesno morethantwo threads.

Implications: Concurrenprogramtestingcanpairwisetestpro-
gramthreadswhich reducegestingcompleity without losing
bug exposingcapabilitymuch.

Finding (3) tells us that even thoughthe examinedsener pro-
gramsusehundredof threadsjn mostcasespnly asmallnumber
(mostly just two) of threadsareinvolvedin the manifestatiorof a
concurreng bug.

Theunderlyingreasorfor thisis thatmostthreadslonotclosely
interactwith mary othersandmostcommunicatiorandcollabora-
tion is conductedbetweentwo or a small group of threads As a
result, manifestationconditionsof mostconcurreng bugsdo not
involve mary threads.For examples,all of the bugs presentedn

Non-deadlockconcurrencybugs
Application || Total || Erv. | > 2 threadd 2 threads 1 thread

MySQL 14 1 1 12 0
Apache 13 0 0 13 0
Mozilla 41 1 0 40 0
OpenOfce 6 0 0 6 0
Overall 74 2 1 71 0

Deadlockconcurrency bugs
Application || Total || Erv. | > 2 threadd 2 threads 1 thread

MySQL 9 0 0 5 4
Apache 4 0 0 4 0
Mozilla 16 0 1 14 1
OpenOfce 2 0 0 0 2
Overall 31 0 1 23 7

Table 5. The numberof threads(or ervironments)involved in
concurreng bugs.

Section3, exceptthe one shawvn in Figure 3, are guaranteedo
manifestif their executionfollow certainpartialorders(marked by
dottedlinesin the gures) betweertwo threads.

We shouldnotethatthis nding is not oppositeto thecommon
obserationthatconcurreng bugsaresometime®asieto manifest
at a heary-workload (concurrentexecution of mary threads).In
mary casesthe manifestatiorconditioninvolvesonly two threads.
Heavy-workload increaseghe resourcecompetitionand context
switch intensity It thereforeincreasegshe possibility of hitting
certainordersamongthe two threadsthatcantriggerthe bug. The
manifestatiorconditionstill involvesjusttwo threads.

Our nding impliesthattestingcanfocuson executionorders
amongaccessefrom every pair of threads.Suchpairwisetesting
techniquecanpreventthetestingcompleity fromincreasingexpo-
nentiallywith thenumberof threadsAt themeantimefew concur
reng/ bugswould be missed.

Therearealsocasesvherethe bug manifestatiorrelieson not
only memoryaccessewithin the program,but alsoenvironmental
events(asshavn in column Env' in Table5). For example,one
Mozilla bug cannotbe triggeredunlessanothemprogrammodi es
thesamele concurrentlywith Mozilla. Exposingsuchbugsneeds
specialsystemsupport.

Finding (4): Themanifestatiorof some(7 out of 31) deadlock
concurreng bugsinvolvesonly onethread.

Implications: This type of bug is relatively easyto detectand
avoid. Bug detectionandprogrammindanguagdechniquegan
try to eliminatethesesimplebugs rst.

It usuallyhappensvhenonethreadtriesto acquirea resource
held by itself. Detectingand analyzingthis type of bugsarerela-
tively easybecauseve do notneedto considetthecontentiorfrom
otherconcurrenexecutioncomponents.

4.2 How many variables areinvolved?

Are concurreng bugs synchronizatiorproblemsamongaccesses
to onevariableor multiple variables?To answerthis questionwe
examine the numberof variables(or resources)nvolved in the
manifestatiornf eachconcurreng bug. The examinationresultis
shawvn in Table6.

Finding (5): 66% (49 out of 74) of the examinednon-deadlock
concurreng bugsinvolve only onevariable.

Implications: Focusingon concurreniaccesset onevariable
is agoodsimpli cation for concurreng bug detection.




Non-deadlockconcurrency bugs
Application || Total || > 1variables | 1variable
MySQL 14 6 8
Apache 13 4 9
Mozilla 41 15 26
OpenOfce 6 0 6
Overall 74 25 49
Deadlockconcurrencybugs
Application|| Total || > 2 resource$ 2 resources 1 resource
MySQL 9 0 5 4
Apache 4 0 4 0
Mozilla 16 1 14 1
OpenOfce 2 0 0 2
Overall 31 1 23 7

Table 6. The numberof variables(resources)nvolvedin concur
reng bugs.

JEmp——
Thread 1 Buggy Interleaving

Thread 2
void nsPlaintextEditor::Cut()

mContent, mOffset

and mLength are

inconsistent in the

) middle of Cut and
Reflow.

void nsTextFrame::PaintAsciiText( ) __ _ /* change the mContent */
-

/’ nsPlaintextEditor.cpp

pulc‘( » void nsTextFrame::Reflow (
mContent[mOffset+mLength-1]);
: AN /* calculate and then set correct

mOffset and mLength */

Paint at this
moment might lead
to crash.

} N v
} nsmsgsend.cpp

mContent, mOffset, mLength are shared

nsTextFrame.cpp

mContent —» | [ ] mofiset and mLength together mark a
| valid region inside mContent string.

Tmoffset” mLength

Figure 6. A multi-variable concurreng bug from Mozilla. Accessego
threecorrelatedvariables,mContent, mOffset and mLength shouldbe
synchronized.

Finding (5) con rms our intuition. Flipping the order of two
accesseso different memorylocationsdoesnot directly change
the programstate,andthereforeis lesslikely to causeproblems.
Figurel, 2, and4 areall examplesof singlevariableconcurreng
bugs:their manifestatiorcanbeguaranteety certainorderamong
accesse® onevariable.

This nding supportsthe single-\ariable assumptiortaken by
mary existing bug detectors.For example, datarace bug detec-
tion [37,42] checksthe synchronizatioramongaccesseso one
variable; someatomicity violation bug detectiontools also focus
on atomicregionsrelatedto onevariable [23,41].

Finding (6): A non-ngligible number(34%) of non-deadlock
concurreng bugsinvolve morethanonevariable.

Implications: We neednew concurreng bug detectiontoolsto
addressnultiple variableconcurreng bugs.

Multiple variableconcurreng bugsusuallyoccurwhenunsyn-
chronizedaccesse$o correlatedvariablescauseinconsistentro-
gram state.Semanticconnectionsamongvariablesare common,
andthereforemultiple variableconcurreng bugsarecommontoo.

Figure 6 shavs an example of multiple variable concurreng
bug from Mozilla. In this example, mOffset and mLength to-
gethemarktheregion of usefulcharacterstoredin dynamicstring
mContent Threadl and 2's concurrentaccesseso thesethree
variablesshouldbe synchronizedptherwisethread1 might read
inconsistentvaluesandaccessnvalid memoryaddressHere,con-
trolling the orderof memoryaccessefo ary singlevariable,can-
not guaranteehe bug to manifest.For example,it is notwrongfor
threadl to readmContenteitherbeforeor afterthread2's modi -
cationto all of threevariables.Therequiredconditionfor the bug
manifestatioris thatthreadl usesthe threecorrelatedvariablesin
themiddle of thread2's modi cation to thesethreevariables.

As discussedbore, mostexisting bug detectiontools only fo-
cuson single-ariableconcurreng bugs.Althoughthis simpli ca-
tion providesa goodstartingpoint for concurreng bug detection,
future researchshould not ignore the problem of multi-variable
concurreng bugs.

Thedif culty of detectingmultiple variableconcurreng bugsis
thatit is hardto infer which accessedop differentvariables should
be well synchronizedSolving this problemwill not only bene t
automaticconcurreng bug detectionput alsoprovide usefulhints
for programmergo specify correcttransaction®r atomicregions
for transactionamemoryor atomicity bug detectiortools[12].

Finding (7): 97% (30 out of 31) of the examineddeadlock
concurreng bugsinvolve at mosttwo resources.

Implications: Deadlock-orientecconcurrentprogramtesting
canpairwisetestthe orderamongacquisitionandreleaseof two
resources.

Amongthe examineddeadlockbugs,only onebug is triggered
by threethreadscircularly waiting for threeresourcesLeveraging
this nding, pairwisetestingon resourcesan prevent the testing
compleity from increasingexponentiallywith the total numberof
resources.

4.3 How many accesseare involved?

We nd thatthe manifestatiorof mostconcurreng bugsinvolves
only two threadsand a small numberof variables.However, the
numberof accessefrom onethreadto eachvariablecanstill be
huge.Thereforewe needto studyhow mary accesseareinvolved
in thebug manifestation.

Non-deadlockconcurrency bugs
Application|| Total || Lacc. |2acc.|3acc.|4acc.|>4acc.

MySQL 14 0 2 7 4 1
Apache 13 0 6 5 2 0
Mozilla 41 0 12 18 5 6
OpenOfce 6 0 2 3 1 0
Overall 74 0 22 33 12 7

Deadlockconcurrencybugs
Application|| Total || Lacc. |2acc.|3acc.|4acc.|>4acc.

MySQL 9 4 1 4 0 0
Apache 4 0 0 4 0 0
Mozilla 16 1 2 12 0 1
OpenOfce 2 2 0 0 0 0
Overall 31 7 3 20 0 1

Table 7. The numberof accessegor resourceacquisition/releasen-
volved in concurreng bugs. (*: “1 acc’ casehappensonly in deadlock
bugs, when one threadwaits for itself. The bug triggering thereforedoes
notdependon ary interthreadorderproblem.)

Finding (8.1): 90% (67 outof 74) of theexaminednon-deadlock
bugs can deterministicallymanifest,if certainordersamongat
mostfour memoryaccesseareenforced.

Finding (8.2):97%(300outof 31) of theexamineddeadlockbugs
candeterministicallymanifest,if certainordersamongat most
four resourceacquisition/releaseperationsareenforced.

Implications: Concurrenprogramtestingcanfocusonthepar
tial orderamongevery smallgroupsof accessesThis simpli es
theinterleaving testingspacefrom exponentialto polynomialre-
gardingto the total numberof accesseswith little loss of bug
exposingcapability




The Finding (8.1) can be easily understoodconsideringthat
mostof the examinedconcurreng bugs have simple patternsand
involve a smallnumberof variables Most of the exceptionscome
from thosebugsthat involve more thantwo threadsand/ormore
thantwo variables.

The Finding (8.2) is alsonatural,consideringthat mostof our
examineddeadlockbugsinvolve only two resources.

Theabore ndings have signi cant implication for concurrent
programtesting. The challengein concurrentprogramtestingis
that the numberof all possibleinterleavings is exponentialto the
numberof dynamic memory accesseswhich is too big to thor
oughly explore. Our nding provides supportto a more effective
designof interleaving testing[21]: exploring all possibleorders
within every small groupsof memoryaccessese.g. groupsof 4
memoryaccessed hecompleity of thisdesignis only polynomial
to the numberof dynamicmemoryaccessesyhich is a hugere-
ductionfrom theexponential-sizeaill-interleaving testingscheme.
Furthermorethe bug exposingcapability of this designis almost
asgoodasexploring all interleavings. It would missonly few bugs
in our examination.

A recentmodel checkingwork [28] usesthe heuristicto start
the checkingfrom interleavings with small numbersof context
switches Our studyprovidessupportfor this heuristic.

Of course enforcinga speci ¢ partial orderamonga setof ac-
cessess nottrivial. The programinputandmary accesseneedto
be controlledto achieve that. How to leverageour nding to en-
ablepracticalandpowerful concurrenprogramtestingandmodel
checkingremainsasfuturework.

5. Bug X study
5.1 Fix strategies

Beforewe checkhow therealworld bugswere x ed,ourguessvas
thataddingor changinglocks shouldbe the mostcommonway to
X concurreng bugs.However, the characteristicesultis contrary
to ourguessasshavn in Table8.

Application|| Total[| COND| Switch| Design| Lock | Other
MySQL 14 2 0 5 4| 3
Apache 13 4 2 3 4 0
Mozilla 41 13 8 9 9 2
OpenOfce 6 0 0 2 3 1
Overall 74 19 10 19 20 6

Table 8. Fix stratgies for non-deadlockconcurreng bugs (all
catgoriesareexplainedin Table2).

Finding (9): Addingor changindocksis notthemajor x strat-
egy. It is usedfor only 20 out of 74 non-deadloclconcurreng
bugsthatwe examined.

Implication: Thereis no silver bullet for xing concurreng
bugs. Justtelling programmerghat certaincon icting accesse
arenot protectedby the samelock is not enoughto x concur
reng/ bugs.

L)

— Correct Order
Thread 1 Thread 2 4 - Buggy Order

void NodeState::setDynamicld (int id) MgmtSrvr::status(... int *myid ...) dynamicld should

{ . . not be read before
dynamicld =id; -y *myid =

itis initialized
Sl node.m_state.dynamicld;

} SIS W
MySQL NodeState.hpp MySQL MgmtSrvr.cpp

Wrong order will
lead to wrong
functionality

Figure7. A MySQL bugthatcannotbe x edby adding/changingpcks.

Thereare two reasondor this controsersy First of all, locks
cannotguarantedo enforcesomesynchronizationntentions,such
asA shouldhappenbeforeB . Therefore,adding/changindocks
cannot x certaintypesof bugs.Figure5 shavs suchanexmaple.
Herewe shav anothersimpleexamplein Figure7. Secondlyeven
if adding/changindpckscan x abug,in mary casesit is notthe
beststratgy, becausé& mayhurttheperformancer introducenew
bugs,suchasdeadlockbugs.

In thefollowing, we describehedifferentstratgjies,otherthan
adding/changindocks, usedby programmersWe will seethat
thesestratgies usually require deep understandingpf program
semanticsAt themeantime, they usuallyhave betterperformance
thancorrespondingock-basedx es,if existing.

(1) Conditioncheck(denotedas COND). Conditioncheckcan
be usedin differentwaysto help x concurreng bugs.Oneway
is to use while-ag to x orderrelated bugs, such as the bug
shawvn in Figure 5. The other way is to add consisteng check
to monitor the bug-relatedprogramstates.This enablesthe pro-
gram to detectbuggy interleavings and restore program states.
For example,to x the bug shawvn in Figure 6, the programdoes
consisteng checkif (strlen(mContent)>= mOffset+mLength) be-
fore it executesputc function. The putc will be skippedif the
consisteng checkfails. In anotherexample shavn in Figure 8,
condition (n!=block->n) is
checled to see whether the retry:
sharedvariable block->n has O .
beenoverwritten since the last i n=block->n; |
time it was read. If n is not A Ll ;
consistentwith block->n , the execute -
programrolls back and reads \? (n=block->n)

block->n  again. Note that,

above x stratgy doesnotelim- goto retry;
inate the buggy interleaving, }

which is usuallythe purposeof btrOsea.c

lock-basedx es.Instead,it fo-
cuseson detecting buggy in-
terelavings and makes surethe
programstatescorruptedby the buggy interelarzings canberecor-
eredin time. It hasbetterperformancehan correspondindock-
basedx es.

(2) Codeswitch(denotedasSwitch).Switchingtheorderof cer
tain codestatementsan x someorderrelatedbugs.For example,
the orderbug shawvn in Figure4 is x ed by switching statements
SlandS2,sothatS2is alwaysexecutedbeforeS4.

(3) Algorithm/Data-structuredesign change(denotedas De-
sign). This includes different types of algorithm changesand
datastructurechangeshat help to achievze correctsynchroniza-
tion. Somedesignchangesare simple,just modifying a few data
structures.For example, in the MySQL bug #7209, the bug is
causedby unprotectedcon icting accesseso a sharedvariable
HASH::current _record . Programmersecognizethat this vari-
able doesnot needto be shared.They simply move the eld
current _record outof the classHASHmakingit alocal variable
for eachthread,and x the bug. As anotherexample,in Mozilla
bug #201134 0nethreadneedsto conducta seriesof operations
on a sharedvariablensCertType. In orderto enforcethe atom-
icity of thatseriesof operationsprogrammersimply let program
readnsCertType into alocal variable,conductoperationson the
local variable,andstorethe valuebackto nsCertType attheend.
Somedesignchangesare more complicated,involving algorithm
re-design.For example, in Mozilla bug #131447,programmers
changeda messagéhandling and queueingalgorithm to tolerate
specialtiming whenareply messagarrivesbeforeits correspond-
ing callbackfunctionis ready

Figure8. A MySQL bug x.



As we cansee, xing concurreng bugsis muchmorecompli-
catedthanjust addingor changingock operationsRacedetection
tools can help programmersonductthoselock-related x es, but
thisis notenoughlt is desiredo have moretoolsto helpprogram-
mers gure out the bug pattern,the consisteng conditionassoci-
atedwith eachbug, etc. For example,if programmersnow that
thebugis anorderviolation bug andthey alsoknow whatthecon-
sisteng conditionis, it is easyto comeout with a conditionched
x. This is the challengefor future researchon concurreng bug
detectionanddiagnosis.

Application|| Total|| GiveUp| Split| AcqOrder| Other
MySQL 9 5 0 2 2
Apache 4 2 0 2 0
Mozilla 16 11 1 3 1
OpenOfce 2 1 0 0 1
Overall 31 19 1 7 4

Table 9. Fix stratgyies for deadlockbugs (all catgoriesare ex-
plainedin Table2)

Finding (10): The mostcommon x stratgy (usedin 19 out
of 31 casesfor the examineddeadlockbugsis to let onethread
give up acquiringoneresourcesuchasa lock. This strateyy is
simple,but it mayintroduceothernon-deadloclougs.

Implication: We needo payattentiorto thecorrectnessf some
“x ed” deadlockbugs.

In mary casesprogrammersnd it unnecessargr not worth-
while to acquirea lock within certainprogramcontext. Therefore,
they simply droptheresourceacquisitionto avoid the deadlock.

However, this stratgy could introduce non-deadlockconcur
reng/ bugs. In someof our examinedbug reports,programmers
explicitly saythatthey know the x would introducea newv non-
deadlockconcurreng bug. They still adoptthe x, becausehey
gamblethat the probability for the non-deadlockoug to occuris
small. In the future, techniqueombiningoptimistic concurreng
androllback-regecution,suchasTM, canhelp x somedeadlock
bugs.Of course usingthesetechniqueshouldalsobe careful,be-
causethey mightintroducelive-lockproblems.

5.2 Mistakesduring bug xing

Fixing bugsis hard. Somepatchesreleasedy programmersare
still buggy In order to investigatethe natureof buggy patches,
we collect all the distinct buggy patchesof the 57 Mozilla con-
curreny bugs?®. Specically, we rst gatherall the intermediate
(non- nal) patchesubmittedby Mozilla programmersor these57
bugs.We thenmanuallycheckeachpatchand Iter out non-hug-
xing patchesyhichonly changecommentor codestructuresor
maintenanc@urpose.

Our study nds that17 out of the57 Mozilla bugshave at least
one buggy patchesOn average 0.4 buggy patcheswverereleased
beforeevery nal correctpatch.Among all the 23 distinct buggy
patchesg of themonly decreaseéhe occurrenceprobability of the
originalconcurreng bug, butfail to x theoriginalbugcompletely
(anexampleis shawvn in Figure9). 5 of themintroducenew con-
curreny bugs.Theother12 introducenen non-concurrencbugs.
Programmerseedhelpto improve the quality of their patches.

5.3 Discussion:bug avoidance

Goodprogrammindanguageshouldhelpavoid somebugsduring
implementationTransactionaiemory(TM) is a populartrend of

1We focuson Mozilla, becausét hasthebestmaintenancef patchupdate
information.
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Buggy interleaving

|:| Incomplete fix

Programmers wanted to
make js_MarkAtom always
before js_UnpinPinnedAtom.

Thread 1

s1 [state = LANDING}# — —|— Bif(state==LANDING){
return;
| }

s2 jsﬁUnpinPinned&lom{..)_ _S4,,js_MarkAtom (...)

Thread 2

They added condition check,
o X but buggy interleaving still
Mozilla jscntxt.c, jsgc.c exists
(a) an incomplete fix for the bug shown in Figure 5.
This fix left a small window between S1 and S2 unprotected.

Thread 1 Thread 2
I" ~gclevel=l T T | correct interleaving
S1 Istate :iAND'NGl +«—+ M if(state==LANDING){ | |}~ "~ Final fix
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gelere o 1
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(b) a final correct fix.
Now the order between js_MarkAtom and js_UnpinPinnedAtom is enforced.

Figure 9. The processf xing the bug shavn in Figure5. Pro-
grammersvantto make surejs _MarkAtomwill notbe calledafter
js -UnpinPinnedAtom They rst addeda ag variablestate to
x thebug. However, thatleft asmallwindowv betweenS1andS2
unprotectedThey nally addedasecondag variablegcLevel to
completely x thebug.

programmindanguagédeaturefor easingconcurrenprogramming.
To estimateits bene t andwhat moreareneededalongthis direc-

tion, we studythe 105 concurreng bugsto seehow mary of them

canpotentiallybeavoidedwith TM supportFurthermorewe study

what are the issuesthat future concurrentprogramminglanguage
designneedso address.

Again, our analysisshould be interpretedwith our examined
applicationsand evaluationmethodologyin mind, asdiscussedn
Section2.3. In addition,sincedifferentTM designamay have dif-
ferentfeaturesjn our discussionwe focuson the basicatomicity
andisolation propertiesof TM. We discussthe bene ts and con-
cernsin generalpasedon suchbasicTM designg2,16,25,26]. It
is de nitely possiblefor advancedTM designgo addressomeof
the concernawve will discusswhich is exactly the purposeof our
discussionprovide morereal-world informationandhelpimprove
thedesignof TM.

- Can | TM mighthelp(concerns:) Little
Application|| Total Help [ Long gIl?ollbaré(k Nature | Help
MySQL 23 7 0 14 0 2
Apache 17 7 0 3 1 6
Mozilla 57 25 8 9 5 10
OpenOfce 8 2 0 4 0 2
Overall 105 || 41 8 30 6 20

Table 10. CanTM helpavoid concurreng bugs?

Finding (11): TM canhelp avoid mary concurreng bugs (41
out of the 105concurreng bugswe examined).

Implication: Although TM is not a panaceait caneasepro-
grammerscorrectly expressingtheir synchronizatiorintentions|
in mary casesandhelpavoid abig portionof concurreng bugs.

Atomicity violation bugs and deadlockbugs with relatively
small and simple critical coderegions canbene t the mostfrom
TM, whichcanhelpprogrammerslearlyspecifythis typeof atom-
icity intention.Figure8 shavs anexample whereprogrammersise
aconsisteng checkwith re-executionto x thebug.Here,atrans-
action (with abort,rollback andreplay)is exactly what program-
merswant.



Finding (12): TM can potentially help avoid mary concur
reng/ bugs(44 outof the105concurreng bugswe examined),
if someconcernsanbeaddressedisshavn in Table10.

Implication: TM designcan combinesystemsupportsand
othertechniquego solve someof theseconcernsandfurther
easetheconcurrenprogramming.

One concern,not a surprise,is 1/0 operations As operations
like 1/0 arehardto roll back,it is hardto useTM to protectthe
atomicity of coderegionswhich includesuchoperationsTake the
concurreng bugin Figurel asanexample.SinceS2involvesa le
operation,TM might neednon-trivial undotechniquego protect
the S1-S2atomicregion.

Other concernssuch as atomic region size and specialcode
nature,alsoexist. For example,the atomiccoderegionsof several
Mozilla bugsincludethe whole garbagecollectionprocessThese
regions could have too large memory footprint to be effectively
handledby hardware-TM.

Mary of the above concernsare addressablén TM, but with
higher overheadand compleity. For example,someof the roll-
backconcernsanbe addressedising systemsupportsVery long
transactionsanbeaddressetly combiningsoftwareandhardware
TMs.

Finding (13): 20 out of the 105 concurreng bugs that we
examinedcannotbene t from the basicTM designsbecause
the violated programmelintentions,suchasorder intentions,
cannotbe guaranteethy the basicTM.

Implications: Apartfrom atomicityintentions thereis alsoa
signi cant needfor concurrenprogrammindanguagédeatures
to helpprogrammerexpressorderintentionseasily

Programmersbrderintentionis the majortype of intentionthat
cannotbe easily enforcedby the basic TM designor locks. In
generalthebasicTM designsannothelpenforcetheintentionthat
A hasto be executedbeforeB . Therefore they cannothelp avoid
mary related orderviolation bugs 2. Among all orderviolation
bugs,we nd asub-typeof orderintentionsthatareextremelyhard
to be enforcedby basicTM designs:A must be either executed
beforeB or not executedat all. In otherwords, programmersio
not want B to wait for A. They simply skip A if B is already
executed For example,in oneMozilla bug, threadl keepsnserting
entitiesto a cacheandthread2 would destry the cacheat some
moment.Basedon the descriptionin the bug report,programmers
do not want thread?2 to wait for threadl to nish all insertions.
The programsimply skipsary insertionattemptafter the cacheis
destrged. This happendor 7 bugs.

In order to help avoid abore 20 bugs, the semanticdesign,
insteadof implementationschemespf the basicTM needsto be
enhancedRecently someTM designs[5, 17] are equippedwith
rich semantics(such as watch/retry retry/orElse)and can help
enforcesomeof theabove synchronizatiorintentions We hopeour
bug characterististudycanhelp futureresearcho decidethe best
TM design.

6. Other characteristics

Bugimpacts: Amongour examinedconcurrenyg bugs,34 of them
cancauseprogramcrashesand 37 of them causeprogramhangs.
This validatesthatconcurreng bugis a severereliability problem.

2Someorderviolation bugs canbe avoidedby TM. In thosecasesprder
intentionscanbe enforcedassideeffectswhile TM enforcesthe atomicity
of relatedcoderegions(anexampleis shavn in Figure2).

Someconcurencybugsare very dif cult to repeat.ln onebug
report (Mozilla#52111),the reportercomplainedthat “I develop
Mozilla full time all day, and| getthis bug only oncea day”. In
anotherbug report(Mozilla#72599),the reportersaid that “l saw
it only onceever on g (never on othermachines)Perhapghe dual
processopf g makesit occut”

Testcasesare critical to bug diagnosis.Programmerstiscus-
sionsshaw thata goodtestcaseto repeataconcurreng bugis very
importantfor diagnosis.In Mozilla bug report#73291,the pro-
grammerncegave up on this bug andclosedthe bug report,be-
causethey couldnotrepeathebug. Fortunatelysomebodyvorked
out a way to reliably repeatthe bug, andthe bug was x ed subse-
quently In anotherMozilla bug report(Mozilla#72599),the pro-
grammersnally gave up repeatingthe bug and simply submita
patchbasedon their “guessing”,andthis led to awrong x.

Programmes lack diagnosistools. From the bug reports,we
noticethat mary concurreng bugs are diagnosedimply by pro-
grammergeadingthe sourcecode.For example,for 29 out of the
57 Mozilla bugs,thebug reportsdid not mentionthatthe program-
mersever leveragedary informationfrom ary tools, coredumps,
or stacktraces,etc. Sometimegrogrammergried gdb, but could
notgetusefulinformation.We have never seenprogrammersnen-
tioned that they usedary automaticdiagnosistools. In contrast,
in mary bug reportsaboutmemorybugs,programmersnentioned
thatthey gothelpfrom Valgrind, Purify, etc[20].

7. Relatedwork

Bug characteristic studies A lot of work hasbeendoneto study
the bug characteristicsn large software systemsMary of them
provide preciousinformationto help improve software reliability
from differentaspectssuchas bug detection[8, 38], fault toler-
ance[14], failure recovery [6], fault predictionand testing[32],
etc.Iln arecenwork [43], peoplealsostudiedhow therecentrends
(availability of commerciakools, open-sourcegtc) affect the gen-
eralbug characteristicgbug distribution, xing time) for all bugs.

Unfortunately few previous work have studied concurreng

bugs, probably becauseeal world concurreng bugs are hardto
collectandanalyze For example,in a previous study[6], only 12
concurreng bugswerecollectedfrom threeapplicationsMySQL,
GNOME andApache Underthis situation,a previousconcurreng
bug patternstudy[11] hadto askstudentdo purposelywrite con-
current programscontaining bugs, which cannotwell represent
therealworld bug characteristicsUnlike previous work, we study
the bug pattern,manifestationand x of 105 real world concur
reng/ bugsfrom 4 large opensourceapplications Our study pro-
videsmary ndings andimplicationsfor addressinghecorrectness
problemsin concurrenprogramming.
Impr oving concurrent program reliability Techniquesto im-
prove concurrentprogramquality is relatedto our work. Due to
spacelimit, herewe brie y discussthe work that have not been
discussedhn previoussections.

In softwaretesting,peopleproposedifferentcoveragecriteria
in orderto selectvely testconcurrenprograminterleavings.Unfor-
tunately theseproposalsare eithertoo complicated39] or based
on heuristics[4, 9]. Our study of concurreng bug manifestation
canhelp understandhe trade-of betweentestingcompleity and
bug exposingcapabilityandhelp designbettercoveragecriteria.

In programmindanguageareadesignstherthantransactional
memoryare also studied.AtomicSet[40] associatesynchroniza-
tion constraintswith datainsteadof coderegion. This designcan
help avoid somemultiple variablerelatedconcurreng bugs. Au-
tolocker [24] easesprogrammersspecifying atomic regions by
automaticallyassigninglocks. Our characteristicstudy provides
moremotivationfor thesenew languagdeatures.



8. Conclusionsand futur e work

This paperprovidesa comprehense studyof the realworld con-
curreny bugs,examiningtheir pattern,manifestation,x stratey
and other characteristicsOur study is basedon 105 real world
concurreng bugs,randomlycollectedfrom 4 representate open-
sourceprogramsMySQL, Apache Mozilla, andOpenOfce. The
resultof our studyincludesmary interesting ndings andimpli-
cationsfor concurreng bug detection testingandconcurrentpro-
gramminglanguagedesign.Futureresearctcan bene t from our
studyin variousaspectsFor example futurework candesignnew
bug detectiontools to addresamultiple-variable bugs and order
violation bugs;canpairwiselytestconcurrenprogramthreadsand
focusonpartialordersof smallgroupsof memoryaccesset make
the bestuseof testingeffort; canhave betterlanguagefeaturesto
support‘order” semanticso furthereaseconcurrenprogramming.
In thefuture,wewill extendourstudywith othertypesof realworld
applications.
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