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Abstract
Thereality of multi-corehardwarehasmadeconcurrentprograms
pervasive. Unfortunately, writing correctconcurrentprogramsis
dif�cult. Addressingthis challengerequiresadvancesin multiple
directions,including concurrency bug detection,concurrentpro-
gramtesting,concurrentprogrammingmodeldesign,etc.Design-
ing effective techniquesin all thesedirectionswill signi�cantly
bene�t from a deepunderstandingof real world concurrency bug
characteristics.

Thispaperprovidesthe�rst (to thebestof ourknowledge)com-
prehensive realworld concurrency bugcharacteristicstudy. Specif-
ically, wehave carefullyexaminedconcurrency bugpatterns,man-
ifestation,and �x strategiesof 105 randomlyselectedreal world
concurrency bugs from 4 representative server and client open-
sourceapplications(MySQL, Apache,Mozilla and OpenOf�ce).
Our study reveals several interesting�ndings and provides use-
ful guidancefor concurrency bugdetection,testing,andconcurrent
programminglanguagedesign.

Someof our �ndings are as follows: (1) Around one third of
the examinednon-deadlockconcurrency bugsarecausedby vio-
lation to programmers'order intentions,which may not be easily
expressedvia synchronizationprimitives like locks and transac-
tional memories;(2) Around 34% of the examinednon-deadlock
concurrency bugs involve multiple variables,which are not well
addressedby existing bug detectiontools; (3) About 92% of the
examinedconcurrency bugscanbereliably triggeredby enforcing
certainordersamongno morethan4 memoryaccesses.This indi-
catesthattestingconcurrentprogramscantargetatexploringpossi-
ble ordersamongevery smallgroupsof memoryaccesses,instead
of amongall memoryaccesses;(4) About 73% of the examined
non-deadlockconcurrency bugswerenot �x ed by simply adding
or changinglocks, andmany of the �x eswerenot correctat the
�rst try, indicatingthedif�culty of reasoningconcurrentexecution
by programmers.
Categoriesand SubjectDescriptors D.2.5 [Software Engineer-
ing]: TestingandDebugging; B.8.1[Hardware]: Performanceand
Reliability–Reliability, Testing,andFault-Tolerance
GeneralTerms Languages,Reliability
Keywords concurrentprogram,concurrency bug, bug character-
istics
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1. Intr oduction
1.1 Moti vation

Concurrentprogramsare becomingprevalent due to the reality
of multi-corehardware.Nowadays,not only high-endserversbut
alsodesktopmachinesneedconcurrentprogramsto make thebest
use of their multi-core hardware. As a result, the dif�culty of
concurrentprogrammingis hitting theentiresoftwaredevelopment
community, rather than just the elite few. Writing good quality
concurrentprogramshasbecomecritically important.

Unfortunately, writing correctconcurrentprogramsis dif�cult.
Mostprogrammersthink sequentiallyandthereforethey makemis-
takes easily when writing concurrentprograms.Even worse,the
notoriousnon-determinismof concurrentprogramsmakesconcur-
rency bugsdif�cult to repeatduringinteractive diagnosis.

Addressingtheabovechallengeswill requireeffortsfrom multi-
ple relateddirectionsincludingthoselistedasfollows,all of which
have madesomeprogressover the pastyearsbut still have many
open,unsolvedissues:

(1) Concurrencybug detection Most previous concurrency bug
detectionresearchhasfocusedon detectingdataracebugs[7, 10,
31,33,37,42] anddeadlockbugs[3,10,37]. Dataraceoccurswhen
two con�icting accessesto onesharedvariableareexecutedwith-
out propersynchronization,e.g.,not protectedby a commonlock.
Deadlockoccurswhentwo or moreoperationscircularly wait for
eachotherto releasetheacquiredresource(e.g.,locks).Recently,
several approacheshave also beenproposedto detectatomicity-
violation bugs[12,23,41], which arecausedby concurrentexecu-
tion unexpectedlyviolating theatomicityof a certaincoderegion.

Althoughpreviouswork hasproposedeffective methodsto de-
tect certaintypesof concurrency bugs,it is still far from provid-
ing a completesolution.In particular, severalopenquestionsabout
concurrency bug detectionstill remain:(i) Canexisting bug detec-
tion toolsdetectall realworldconcurrency bugs?Speci�cally, what
typesof concurrency bugsexist in realworld?Is thereany typethat
hasnot beenaddressedyet by existing work? In addition,arethe
assumptionsof existingtoolsaboutconcurrency bugsvalid?Forex-
ample,mostpreviousracedetectionandmany atomicitybugdetec-
tion techniquesfocuson synchronizationamongaccessesto a sin-
glevariable.How many concurrency bugsaremissedby thissingle
variableassumption?(ii) How helpfulareexistingtoolsin diagnos-
ing and �xing the realworld concurrency bugsdetectedby them?
For example,many concurrency bug detectiontools remind pro-
grammersthat somecon�icting accessesarenot protectedby the
samelock. Suchinformationcanhelpprogrammersaddor change
lock operations.However, how oftenarerealworld bugs�x ed by
addingor changinglock operations?More generally, how do pro-



grammers�x realworld concurrency bugsandwhatinformationdo
they need?

(2) Concurrent program testing and model checking Testingis
acommonpracticein softwaredevelopment.It is a critical stepfor
exposingsoftwarebugsbeforerelease.

Existing testingtechniquesmainly focuson the sequentialas-
pectsof programs,suchasstatements,branches,etc.andcannotef-
fectively addressconcurrentprograms'concurrencyaspects,such
asmulti-thread(or multi-process)interleavings[28].

The major challengeof concurrency testing is the exponen-
tial interleavingspaceof concurrentprograms.Exposingconcur-
rency bugsrequiresnot only a bug-exposinginput, but alsoa bug-
triggeringexecutioninterleaving. Therefore,to achieve a complete
testingcoverageof concurrentprograms,testingneedsto coverev-
ery possibleinterleaving for eachinput testcase[39], which is in-
feasiblein practice.

To addressthe above challenge,an openquestionin concur-
rency testingis as follows: can we selectively test a small num-
berof representative interleavingsandstill exposemostof thecon-
currency bugs?Motivatedby this problem,previouswork suchas
the ConTestproject [4, 9] hasproposedsomemethodsto perturb
programexecutionandforce certaininterleavings by injectingar-
ti�cial delaysafter every synchronizationpoint. While an inspir-
ing attempt,it is unclear, bothquantitatively andqualitatively, what
portionof concurrency bugscanbeexposedby suchheuristics.

Ultimately, designingpracticalandeffective testcasesfor con-
currentprogramsrequiresa goodunderstandingof themanifesta-
tion conditionsof real world concurrencybugs. That is, we need
to know whatconditionsareneeded,besidesprograminputs,to re-
liably trigger a concurrency bug. Speci�cally, how many threads,
how many variables,andhow many accessesareusuallyinvolved
in a realworld concurrency bug's manifestation?

Similar questionsarealsoencounteredin softwareveri�cation
and model checking[13,28,34] for concurrentprograms.Better
understandingof themanifestationof realworld concurrency bugs
canhelpmodelcheckingprioritize theprogramstatesandalleviate
its stateexplosionproblem.

(3) Concurrent programming languagedesign Good concur-
rent programminglanguagescanhelp programmerscorrectlyex-
presstheir intentionsand thereforeavoid certain types of con-
currency bugs.Along this direction, transactionalmemory(TM)
[1,2,15,16,25,26,27,36] is oneof thepopulartrends.TM provides
programmersan easierway to specifywhich coderegionsshould
be atomic.Further, it automaticallyprotectsthe atomicity of the
speci�edregion againstotherspeci�edregionsthroughunderlying
hardwareandsoftwaresupport.

AlthoughTM shows greatpotential,therearemany openques-
tions, including (i) What portion of bugscanbe avoidedby using
TM? (ii) What arethe real world concernsthat TM designneeds
to payattentionto?(iii) BesidesTM, whatotherprogramminglan-
guagesupportswill beusefulfor programmersto write correctcon-
currentprograms?

Addressingthe openquestionsin all of the above directions
will signi�cantly bene�t from a betterunderstandingof realworld
concurrency bug characteristics—basically, we canlearnfrom the
commonmistakesprogrammersaremakingin writing concurrent
programs.For example,if many real world concurrency bugs in-
volvemultiplesharedvariables,weneedto extendconcurrency bug
detectiontechniquesto addressmulti-variableconcurrency bugs;if
themanifestationof mostrealworld concurrency bugsareguaran-
teedby apartialorderamongonly two threads,concurrentprogram
testingonly needsto cover pairwiseinterleavingsfor every pair of
programthreads;if therearesomeconcernsin avoiding realworld
concurrency bugswith existingsynchronizationprimitives,we can

extendtransactionalmemorymodelor designnew languagesup-
port to furthereasewriting concurrentprograms;if acertaintypeof
informationis frequentlyusedby programmersin �xing realworld
concurrency bugs,bug detectiontools canbeextendedto provide
suchinformationandthusbecomemoreusefulin practice.

In the past,many empirical studieson generalprogrambug
characteristics(not speci�c to concurrency bugs)have beendone.
Their �ndings have providedusefulguidelinesandmotivationsfor
bug detection,testingandprogramminglanguagedesign.For ex-
ample,the study of bug types in IBM software systems[38] in
1990's demonstratedtheimportanceof memorybugsandhasmo-
tivatedmany commercialandopen-sourcememorybug detection
toolssuchasPurify [18], Valgrind[30], CCured[29], etc.A recent
study of operatingsystembugs [8] revealedthat copy-pastewas
animportantcauseof semanticbugs,andhasinspireda tool called
CP-Minerthatfocusedondetectingcopy-pastedcodeandsemantic
bugsrelatedto copy-paste[19].

Unfortunately, few studieshave beenconductedon real world
concurrency bug characteristics.Previously, researchersrealizing
theimportanceof sucha studyhave conducteda preliminarywork
on concurrency bug characteristics[11]. However, they built their
observationsuponprogramsthatwereintentionallymadebuggyby
studentsfor thecharacteristicstudy.

The lack of a good real-world concurrency bug characteristic
studyis mainlydueto thefollowing two reasons:

(1) It is dif�cult to collect real world concurrency bugs,espe-
cially sincethey areusuallyunder-reported.As observed in previ-
ouswork [6], thenon-determinismhinderedtheusersfrom report-
ing concurrency bugs,andmadeconcurrency bug reportsdif�cult
to getunderstoodandsolvedby programmers.Therefore,it is time-
consumingto collecta goodsetof realworld concurrency bugs.

(2) Concurrency bugs are not easyto understand.Their pat-
ternsandmanifestationsusually involve complicatedinteractions
amongmultipleprogramcomponents,andarethereforehardto un-
derstand.

1.2 Contrib utions

This work provides the �rst (to the bestof our knowledge)com-
prehensive realworld concurrency bugcharacteristicstudy. Specif-
ically, we examine the bug patterns,manifestations,�x strate-
giesandothercharacteristicsof realworld concurrency bugs.Our
study is basedon 105 randomlyselectedreal world concurrency
bugs,including74 non-deadlockbugsand31 deadlockbugs,col-
lectedfrom 4 largeandmatureopen-sourceapplications:MySQL,
Apache,Mozilla and OpenOf�ce, representingboth server and
client applications.For eachbug, we carefully examine its bug
report,correspondingsourcecode,relatedpatches,andprogram-
mers'discussion,all of which togetherprovideusarelatively thor-
oughunderstandingof the bug patterns,manifestationconditions,
�x strategiesanddiagnosisprocesses.

Ourstudyrevealsmany interesting�ndings, whichprovideuse-
ful guidelinesfor concurrency bug detection,concurrentprogram
testing,andconcurrentprogramminglanguagedesign.Wesumma-
rizeour main�ndings andtheir implicationsin Table1.

While we believe that the applicationsandbugswe examined
well representa large body of concurrentapplications,we do not
intend to draw any generalconclusionsaboutall concurrentap-
plications.In particular, we shouldnote that all of the character-
istics and �ndings obtainedin this study are associatedwith the
four examinedapplicationsandtheprogramminglanguagesthese
applicationsuse.Therefore,the resultsshouldbe taken with the
speci�c applicationsandour evaluationmethodologyin mind (see
Section2.3for our discussionaboutthreatsto validity).



Findings on Bug Patterns (Section3) Implications
(1) Almost all (97%)of theexaminednon-deadlockbugs Concurrency bug detectioncanfocuson thesetwo bug
belongto oneof thetwosimplebugpatterns: patternsto detectmostconcurrency bugs.
atomicity-violationor order-violation� .
(2) About onethird (32%)of theexaminednon-deadlock New concurrency bug detectiontoolsareneededto
bugsareorder-violation bugs, whicharenotwell addressed detectorder-violation bugs,whicharenotaddressed
in previouswork. by existing atomicityviolationor racedetectors.

Findings on Manifestation (Section4) Implications
(3) Almost all (96%)of theexaminedconcurrency bugsare Pairwisetestingonconcurrentprogramthreadscan
guaranteedto manifestif certainpartialorderbetween2 threads exposemostconcurrency bugs,andgreatlyreduce
is enforced. thetestingcomplexity.
(4) Some(22%)of theexamineddeadlockbugsarecaused Single-threadbaseddeadlockdetectionandtestingtech-
by onethreadacquiringresourceheldby itself. niquescanhelpeliminatethesesimpledeadlockbugs.
(5) Many (66%)of theexaminednon-deadlockconcurrency Focusingonconcurrentaccessesto onevariableis a good
bugs' manifestationinvolvesconcurrentaccessesto simpli�cation for concurrency bug detection,which is
only onevariable. usedby many existingbugdetectors.
(6) Onethird (34%)of theexaminednon-deadlockconcur- New detectiontoolsareneededto address
rency bugs' manifestationinvolvesconcurrentaccessesto multiplevariableconcurrencybugs.
multiplevariables.
(7) Almost all (97%)of theexamineddeadlockbugsinvolve Pairwisetestingon theacquisition/releasesequencesto
two threadscircularlywaiting for atmosttwo resources. two resourcescanexposemostdeadlockconcurrency bugs,

andreducetestingcomplexity.
(8) Almost all (92%)of theexaminedconcurrency bugs Testingpartialordersamongeverysmallgroupof
areguaranteedto manifestif certainpartialorderamong accessescanexposemostconcurrency bugs,andsimplify
no more than4 memoryaccessesis enforced. theinterleaving spacefromexponentialto polynomial.

Findings on Bug Fix Strategies(Section5) Implications
(9) Threequarters(73%)of theexaminednon-deadlock Bugdetectionanddiagnosistoolsneedto provide more
bugsare�x edby techniquesotherthanadding/changing bugpatternandmanifestationinformation,besides
locks. Programmersneedto considercorrectness,performance lock information,to helpprogrammers�x bugs.
andotherissuesto decidethemostappropriate�x strategy.
(10) Many (61%)of theexamineddeadlockbugsare�x edby Fixing deadlockbugsmight introducenon-deadlock
preventingonethreadfrom acquiringoneresource(e.g.lock). concurrency bugs. Specialhelpis neededto ensurethe
Such�x canintroducenon-deadlockconcurrency bugs. correctnessof deadlockbug �x es.

Findings on Bug Avoidance(Section5.3) Implications
(11) Transactionalmemory(TM) canhelpavoid about Transactionalmemory(TM) is apromisinglanguage
onethird (39%)of theexaminedconcurrency bugs. featurefor programmers.
(12) TM couldhelpavoid over onethird (42%)of theexamined TM designersmayneedto payattentionto someconcerns,
concurrency bugs,if someconcernsareaddressed. suchashow to protecthard-to-rollbackoperations.
(13) Some(19%)of theexaminedconcurrency bugscannot Betterprogramminglanguagefeaturesto helpexpress
bene�t from basicTM designs,becauseof their bugpatterns. “or der” semanticsin C/C++programsaredesired.

Table1. Our �ndings of realworld concurrency bugcharacteristicandtheir implicationsfor concurrency bugdetection,concurrentprogram
testingandconcurrentprogramminglanguagedesign.(*: All termsandcategoriesmentionedherewill beexplainedin Section2.)

2. Methodology
2.1 Bug sources

Applications: We selectfour representative opensourceappli-
cationsin our study:MySQL, Apache,Mozilla, andOpenOf�ce.
Theseareall mature(with 9–13yearsdevelopmenthistory) large
concurrentapplications(with 1–4million linesof code),with well
maintainedbug databases.Thesefour applicationsrepresentdif-
ferent typesof server applications(databaseandweb server) and
client applications(browsersuiteandof�ce suite).Concurrency is
usedfor different purposesin theseapplications.Server applica-
tionsmostlyuseconcurrency to handleconcurrentclient requests.
They can have hundredsor thousandsof threadsrunning at the
sametime. Client andof�ce applicationsmostly useconcurrency
to synchronizemultiple GUI sessionsand backgroundworking
threads.

Bugs: We randomly collect concurrency bugs from the bug
databasesof theseapplications.Sincethesedatabasescontainmore
than � ve hundredthousandbug reports, in order to effectively
collect concurrency bugs from them,we useda large setof key-

wordsrelatedto concurrency bugs,for example,`race(s)',`dead-
lock(s)', `synchronization(s)',̀concurrency' `lock(s)', `mutex(es)',
`atomic', `compete(s)',andtheir variations.Fromthethousandsof
bug-reportsthatcontainat leastonekeyword from theabove key-
word set,we randomlypick about� ve hundredbug reportswith
clearanddetailedroot causedescriptions,sourcecodes,andbug
�x information.Then,we manuallycheckthemto make surethat
the bugs are really causedby programmers'wrong assumptions
aboutconcurrentexecution,and�nally get105concurrency bugs.

Application Description # of BugSamples
Non-Deadlock Deadlock

MySQL DatabaseServer 14 9
Apache WebServer 13 4
Mozilla BrowserSuite 41 16
OpenOf�ce Of�ce Suite 6 2
Total 74 31

Table 3. Ourapplicationsetandbugset



De�nitions Relatedto Bug Pattern Study
Dimension Category Description Abbr.

Atomicity Thedesiredserializabilityamongmultiplememoryaccessesis violated. Atomicity
Bug Violation (i.e. acoderegion is intendedto beatomic,but theatomicityis not enforcedduringexecution.)

Pattern* Order Thedesiredorderbetweentwo (groupsof) memoryaccessesis �ipped. Order
Violation (i.e.A shouldalwaysbeexecutedbeforeB , but theorderis not enforcedduringexecution.)

Other Concurrency bugsotherthantheatomicityviolationandorderviolation. Other

De�nitions Relatedto Bug Manifestation Study
Dimension Term De�nition

Manifestation A speci�c executionorderamongasmallestset(S) of memoryaccesses.
Bug Condition As long asthatorderis enforced,nomatterhow, thebug is guaranteedto manifest.

Mani- # of threadsinvolved Thenumberof distinctthreadsthatareincludedin S.
festation # of variableinvolved Thenumberof distinctvariablesthatareincludedin S.

# of accessesinvolved Thenumberof accessesthatareincludedin S.

De�nitions Relatedto Bug Fix Study
Dimension Category Description Abbr.

ConditionCheck (1) While-�ag; or (2) optimisticconcurrency with consistency check. COND
Non- CodeSwitch Switchtheorderof certainstatementsin thesourcecode. Switch

deadlock DesignChange Changethedesignof datastructuresor algorithms. Design
Fix Strategy Lock Strategy (1) Add/changelocks;or (2) adjusttheregion of critical sections. Lock

Other Strategiesotherthantheabove ones. Other
Give up resource Not acquiringa resource(lock, etc.)for certaincoderegion. GiveUp

Deadlock Split Resource Split abig resourceto smallerpiecesto avoid competition. Split
Fix Strategy Changeacquisitionorder Switchtheacquisitionorderamongseveralresources. AcqOrder

Other Strategiesotherthantheabove ones. Other
Concernsin Very long code A coderegion is too long to beput into a transaction. Long

Transactional RollbackProblem SomeI/O andsystemcallsarehardto roll back. Rollback
Memory CodeNature Sourcecodewith certaindesignis hardto turn to transaction. Nature

Table2. Ourcharacteristiccategoriesandde�nitions. (*: Thebugpatterncategory is determinedby therootcauseof aconcurrency bug,i.e.
whattypeof programmers'synchronizationintentionis violated,regardlessof possiblebug �x strategies.)

We separatelystudytwo typesof concurrency bugs:deadlock
bugsandnon-deadlock concurrencybugs. Thesetwo typesof bugs
have completelydifferentproperties,anddemanddifferentdetec-
tion, recoveryapproaches.Therefore,weseparatethemfor theease
of investigation.

Finally, we collect 105 concurrency bugs, including 74 non-
deadlockconcurrency bugsand31 deadlocksbugs.Thedetailsare
shown in Table3.

2.2 Characteristic categories

In order to provide guidancefor future researchon concurrent
programreliability, in this work, we focus on three aspectsof
concurrency bug characteristics:bug pattern,manifestation,and
bug �x strategy. Othercharacteristics,suchas failure impactand
bugdiagnosisprocess,will bebrie�y discussedat theend.

(1) Along thebugpatterndimension,we classifynon-deadlock
concurrency bugs into threecategories(atomicity-violationbugs,
order-violationbugsandtheotherbugs)basedontheir rootcauses,
i.e.,whattypesof synchronizationintentionsareviolated.Detailed
de�nitions areshown in Table2. Herewe do not classifydatarace
asa bugpattern.Thereasonis that,adataracemayindicatea con-
currency bug, but it canalsobea benignracein many cases,e.g.,
while-�ag. Furthermore,data-racefreedoesnotmeanconcurrency
bug free [12,23]. We do not furtherbreakdeadlocksinto subcate-
goriesasmostof themarerelatively similarandsimple.

(2) For themanifestationcharacteristics,we studytherequired
conditionfor eachconcurrency bug to manifest(denotedasman-
ifestationcondition, de�ned in Table2), andthendiscussconcur-
rency bugsbasedon how many threads,how many variables(re-
sources),andhow many accessesareinvolved in their manifesta-
tion conditions.

(3) For the bug �x strategy, we study both the �nal patch's
�x strategy and the mistakes in intermediatepatches.We also
evaluatehow transactionalmemorycanhelpavoid thesebugs.All
therelatedclassi�cationis shown in Table2.

2.3 Thr eatsto validity

Similar to the previous work, realworld characteristicstudiesare
all subjectto a validity problem.Potentialthreatsto the validity
of our characteristicstudyarethe representativenessof the appli-
cations,concurrency bugsusedin our study, andour examination
methodology.

As for applicationrepresentativeness,our study choosesfour
server andclient-basedconcurrentapplicationswritten in C/C++,
which are the popularprogramminglanguagesfor thesetypesof
applications.We believe that thesefour applicationswell repre-
sentserverandclient-basedconcurrentapplications,whicharetwo
large classesof concurrentapplications.However, our studymay
not re�ect thecharacteristicsof othertypesof applications,suchas
scienti�c applications,operatingsystems,or applicationswrittenin
otherprogramminglanguages(e.g.,Java).

As for bug representativeness,theconcurrency bugswestudied
arerandomlyselectedfrom thebug databaseof theabove applica-
tions.They provide goodsamplesof the�x edbugsin thoseappli-
cations.While characteristicsof non-�xedor non-reportedconcur-
rency bugsmightbedifferent,thesebugsarenot likely asimportant
asthereportedand�x edbugsthatareexaminedin ourstudy.

In termsof our examinationmethodology, we have examined
everypieceof informationrelatedto eachexaminedbug,including
programmers'clearexplanations,forum discussions,sourcecode
patches,multiple versionsof sourcecodes,andbug-triggeringtest
cases.In addition,we arealsofamiliar with theexaminedapplica-
tions,sincewe have modi�ed andusedthemin many of our previ-
ouslypublishedwork [22,23,35].

Overall,while our conclusionscannotbeappliedto all concur-
rentprograms,we believe that our studydoescapturethecharac-
teristicsof concurrency bugsin two largeimportantclassesof con-
currentapplications:server-basedandclient-basedapplications.In
addition,mostof thesecharacteristicsareconsistentacrossall four
examinedapplications,indicating the validity of our evaluation
methodologyto somedegree.Additionally, we do not emphasize



 MySQL ha_innodb.cc

S1:   if (thd  proc_info)
{
  S2:    fputs(thd  proc_info, �ž );
}

Thread 1 Thread 2

�ž
S3: thd proc_info=NULL;

...

Buggy Interleaving

Figure1. An atomicityviolationbug from MySQL.

Mozilla nsthread.cpp

void init (�ž )
{

�ž
mThread=PR_CreateThread (mMain, �ž );

�ž
}

Thread 1 Thread 2

void mMain (�ž )
{
  mState=
        mThread State;
  ...
}

Thread 2 
should not 
dereference
mThread 
before Thread 
1 initializes it.

Correct Order

Buggy Order

Figure 2. An orderviolationbug from Mozilla. Theprogramfails to en-
forcetheprogrammer's orderintention:thread2 shouldnot readmThread
until thread1 initializes mThread. Note that, this bug could be �x ed by
makingPRCreateThread atomicwith the write to mThread. However,
our bug patterncategorizationis basedon root cause,regardlessof possi-
ble �x strategies.

void  buf_flush_try_page() { 
         ...
      rw_lock(&lock);

}

MySQL buf0flu.c

Thread 1

rw_lock(&lock);

Thread 2 Thread n                                  Monitor thread                                  
void  error_monitor_thread() {

 if(lock_wait_time[i] >
fatal_timeout)

     assert(0, �ÈWe crash the server;
          It seems to be hung.�É);
} MySQL srv0srv.c

Figure 3. A MySQL bug that is neitheran atomicity-violationbug nor
anorder-violation bug.Themonitorthreadis designedto detectdeadlock.
It restartsthe server whena threadi haswaited for a lock for morethan
fatal timeout amountof time.In thisbug,programmersunder-estimate
the workload(n could bevery large),andthereforethe lock waiting time
would frequentlyexceedfatal timeout andcrashthe server. (We sim-
pli�ed thecodefor illustration)

any quantitative characteristicresults.Finally, we also warn the
readersto take our �ndings togetherwith above methodologyand
selectedapplications.

3. Bug pattern study
Differentbugpatternsusuallydemanddifferentdetectionanddiag-
nosisapproaches.In Table4, we classifythepatternsof theexam-
ined non-deadlockconcurrency bugsinto threecategories:Atom-
icity, Order, andOther, which aredescribedin Table2. Note that
thecategoriesaredistinguishedfrom eachotherby theroot cause
of a bug,regardlessof thepossiblebug �x strategies.

Application Total Atomicity Order Other
MySQL 14 12 1 1
Apache 13 7 6 0
Mozilla 41 29 15 0
OpenOf�ce 6 3 2 1
Overall 74 51 24 2

Table 4. Patternsof non-deadlockconcurrency bugs.(Thereare3 exam-
ined bugs,whosepatternscanbe consideredaseither atomicity or order
violation.Therefore,they areconsideredin bothcategories.)

Mozilla macio.c

int ReadWriteProc (�ž )
{

�ž
S1:  PBReadAsync ( &p);
S2: io_pending = TRUE;

�ž
S3: while ( io_pending ) {...};

�ž
}

Thread 1 Thread 2

void DoneWaiting (�ž )
{

  ...
S4: io_pending = FALSE;
  ...
}

Mozilla macthr.c

Correct Order

Buggy Order

S4 is assumed 
to be after S2.
If S4 executes 
before S2, 
thread 1 will 
hang.

/*callback function of 
PBReadAsync*/

Figure 4. A write-write orderviolation bug from Mozilla. Theprogram
fails to enforcethe programmer's order intention:thread2 is expectedto
write io pending to be FALSE sometime after thread1 initializes it to
beTRUE. Notethat,this bug couldbe�x edby makingS1andS2atomic.
However, our bug patterncategorizationis basedon root cause,regardless
of possible�x strategies.

Mozilla jscntxt.c, jsgc.c

void js_DestroyContext ( � ) {

   js_UnpinPinnedAtom(&atoms); 
}

Thread 1 Thread 2
void js_DestroyContext ( � ) {
  
   
     js_MarkAtom(&atoms, � );
}

Correct Order
Buggy Order

js_UnpinPinnedAtom 
should happen after 
js_MarkAtom.

Otherwise, program 
crashes.

/* non-last one entering this 
function */

/* last one entering this function */

Figure 5. A Mozilla bug that violatesthe intendedorderbetweentwo
groupsof operations.

Finding (1): Most (72outof 74)of theexaminednon-deadlock
concurrency bugsarecoveredby two simplepatterns:atomicity-
violation andorder-violation.
Implications: Concurrentprogrambug detection,testingand
languagedesignshould�rst focuson thesetwo major bug pat-
terns.

TheFinding(1) canbeexplainedby thefact thatprogrammers
generallyput their intentionson atomicregionsandexecutionor-
ders,but it is not easyto enforceall theseintentionscorrectlyand
completelyin implementation.

Sinceprogrammersthink sequentially, they tendto assumethat
small coderegions will be executedatomically. For example,in
Figure1, programmersassumethat if S1readsa non-NULL value
from thd->proc info , S2 will also readthe samevalue.How-
ever, suchan atomicityassumptioncanbe violatedby S3 during
concurrentexecution,andit leadsto a programcrash.

It is alsocommonfor programmersto assumeanorderbetween
two operationsfrom differentthreads,but programmersmayforget
to enforcesuchanorder. As aresult,oneof thetwo operationsmay
beexecutedfaster(or slower) thantheprogrammers'assumption,
andit makestheorderbug manifest.In theMozilla bug shown in
Figure2, it is easyfor programmersto assumewrongly thatthread
2 would dereferencemThreadafter thread1 initializes it, because
thread2 is createdby thread1. However, in realexecution,thread
2 maybevery quick anddereferencemThreadbefore mThreadis
initialized.Thisunexpectedorderleadsto programcrash.Notethat
even thoughthebug canbe �x edwith locks,theroot causeof the
bug is notanatomicityviolation,but anorderviolation.

Concurrency bugs violating other types of programmers'in-
tentionsalsoexist, but are much rarerasshown in Table 4. Fig-
ure3 shows anexample.In oneversionof MySQL, programmers
usea timeout thresholdfatal timeout to detectdeadlock.The
server will crash,if any threadwaits for a lock for more than
fatal timeout amountof time.However, whenprogrammersset
thethreshold,they under-estimatetheworkload.As a result,users
foundthattheMySQL serverkeepscrashingunderheavy workload
(with 2048worker-threadsetting).Sucha performance-relatedas-



sumptionis neitheratomicity intention nor order intention. This
bug is �x edby limiting thenumberof worker-threads.

Finding (2): A signi�cant number(24 out of 74) of theexam-
ined non-deadlockconcurrency bugsareorderbugs,which are
not addressedby previousbugdetectionwork.
Implications: New bug detectiontechniquesare desiredto
addressorderbugs.

As we discussedabove, it is commonfor programmersto as-
sumea certainorder betweentwo operationsfrom two threads.
Speci�cally, programmerscanhave an order intentioni) between
awrite andaread(Figure2) to onevariable;ii) betweentwo writes
(Figure4) to onevariable;or iii) betweentwo groupsof accesses
to a groupof variables(Figure5). In Figure4, programmersex-
pectS2 to initialize io pending beforeS4 assignsa new value,
FALSE, to it. However, theexecutionof theasynchronousreadcan
be very quick andS4 may be executedbeforeS2,contraryto the
expectationof programmers.This makesthread1 to hang.In an-
otherexampleshown in Figure5, js UnpinPinnedAtomfreesall
elementsin the atoms array. This setof memoryaccessesto the
wholearrayis expectedto happenafter js MarkAtom, which may
accesssomeelementsin atoms.

Notethattheabove orderbugsaredifferentfrom dataracebugs
andatomicityviolation bugs.Even if two memoryaccessesto the
samevariableare protectedby the samelock or two con�icting
coderegionsareatomicto eachother, theexecutionorderbetween
themstill may not be guaranteed.We shouldalsonotethat some
order-violation bugscouldbe �xed usingcoarser-grainedlocking,
asin exampleFigure2 andFigure4; someotherscannotbe �x ed
by locks,as in exampleFigure5 andFigure7 (will be discussed
later).This is not relatedto thebug root cause,anddoesnot affect
ourbug patternclassi�cation.

Althoughimportantandcommon,order-violationbugshavenot
beenwell studiedby previous research.Many orderbugswill be
missedby existing concurrency bug detectors,which mainly focus
on racebugs or atomicity bugs. New techniquesare desiredfor
solvingtheorderproblems.

4. Bug manifestationstudy
Manifestationconditionof a concurrency bug is usuallya speci�c
order amonga set of memoryaccessesor systemevents.In this
section,we studythecharacteristicsof realworld concurrency bug
manifestation,following the methodologyde�ned in Table2. We
will discussguidancefor concurrentprogramtestingandconcur-
rency bugdetectionbasedon ourobservations.

4.1 How many thr eadsare involved?

Finding (3): Themanifestationof most(101out of 105)exam-
inedconcurrency bugsinvolvesno morethantwo threads.
Implications: Concurrentprogramtestingcanpairwisetestpro-
gramthreads,which reducestestingcomplexity without losing
bug exposingcapabilitymuch.

Finding (3) tells us that even thoughthe examinedserver pro-
gramsusehundredsof threads,in mostcases,only a smallnumber
(mostly just two) of threadsareinvolved in themanifestationof a
concurrency bug.

Theunderlyingreasonfor thisis thatmostthreadsdonotclosely
interactwith many others,andmostcommunicationandcollabora-
tion is conductedbetweentwo or a small groupof threads.As a
result,manifestationconditionsof mostconcurrency bugsdo not
involve many threads.For examples,all of the bugspresentedin

Non-deadlockconcurrencybugs
Application Total Env. > 2 threads 2 threads 1 thread
MySQL 14 1 1 12 0
Apache 13 0 0 13 0
Mozilla 41 1 0 40 0
OpenOf�ce 6 0 0 6 0
Overall 74 2 1 71 0

Deadlockconcurrencybugs
Application Total Env. > 2 threads 2 threads 1 thread
MySQL 9 0 0 5 4
Apache 4 0 0 4 0
Mozilla 16 0 1 14 1
OpenOf�ce 2 0 0 0 2
Overall 31 0 1 23 7

Table 5. The numberof threads(or environments)involved in
concurrency bugs.

Section3, except the one shown in Figure 3, are guaranteedto
manifestif theirexecutionfollow certainpartialorders(markedby
dottedlinesin the�gures) betweentwo threads.

We shouldnotethatthis �nding is not oppositeto thecommon
observationthatconcurrency bugsaresometimeseasierto manifest
at a heavy-workload (concurrentexecutionof many threads).In
many cases,themanifestationconditioninvolvesonly two threads.
Heavy-workload increasesthe resourcecompetitionand context
switch intensity. It thereforeincreasesthe possibility of hitting
certainordersamongthetwo threadsthatcantriggerthebug.The
manifestationconditionstill involvesjust two threads.

Our �nding implies that testingcanfocuson executionorders
amongaccessesfrom every pair of threads.Suchpairwisetesting
techniquecanpreventthetestingcomplexity from increasingexpo-
nentiallywith thenumberof threads.At themeantime,few concur-
rency bugswouldbemissed.

Therearealsocaseswherethebug manifestationrelieson not
only memoryaccesseswithin theprogram,but alsoenvironmental
events(asshown in column`Env' in Table5). For example,one
Mozilla bug cannotbe triggeredunlessanotherprogrammodi�es
thesame�le concurrentlywith Mozilla. Exposingsuchbugsneeds
specialsystemsupport.

Finding (4): Themanifestationof some(7 out of 31) deadlock
concurrency bugsinvolvesonly onethread.
Implications: This type of bug is relatively easyto detectand
avoid. Bug detectionandprogramminglanguagetechniquescan
try to eliminatethesesimplebugs�rst.

It usuallyhappenswhenonethreadtries to acquirea resource
held by itself. Detectingandanalyzingthis type of bugsarerela-
tively easy, becausewedonotneedto considerthecontentionfrom
otherconcurrentexecutioncomponents.

4.2 How many variables are involved?

Are concurrency bugssynchronizationproblemsamongaccesses
to onevariableor multiple variables?To answerthis question,we
examine the numberof variables(or resources)involved in the
manifestationof eachconcurrency bug. The examinationresult is
shown in Table6.

Finding (5): 66%(49 out of 74) of theexaminednon-deadlock
concurrency bugsinvolve only onevariable.
Implications: Focusingon concurrentaccessesto onevariable
is a goodsimpli�cation for concurrency bugdetection.



Non-deadlockconcurrencybugs
Application Total > 1 variables 1 variable
MySQL 14 6 8
Apache 13 4 9
Mozilla 41 15 26
OpenOf�ce 6 0 6
Overall 74 25 49

Deadlockconcurrencybugs
Application Total > 2 resources 2 resources 1 resource
MySQL 9 0 5 4
Apache 4 0 4 0
Mozilla 16 1 14 1
OpenOf�ce 2 0 0 2
Overall 31 1 23 7

Table 6. Thenumberof variables(resources)involved in concur-
rency bugs.
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         :
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Figure 6. A multi-variableconcurrency bug from Mozilla. Accessesto
threecorrelatedvariables,mContent, mOffset and mLength, shouldbe
synchronized.

Finding (5) con�rms our intuition. Flipping the order of two
accessesto different memory locationsdoesnot directly change
the programstate,and thereforeis lesslikely to causeproblems.
Figure1, 2, and4 areall examplesof singlevariableconcurrency
bugs:theirmanifestationcanbeguaranteedby certainorderamong
accessesto onevariable.

This �nding supportsthe single-variableassumptiontaken by
many existing bug detectors.For example,data race bug detec-
tion [37, 42] checksthe synchronizationamongaccessesto one
variable;someatomicity violation bug detectiontools also focus
onatomicregionsrelatedto onevariable [23,41].

Finding (6): A non-negligible number(34%) of non-deadlock
concurrency bugsinvolve morethanonevariable.
Implications: We neednew concurrency bug detectiontools to
addressmultiple variableconcurrency bugs.

Multiple variableconcurrency bugsusuallyoccurwhenunsyn-
chronizedaccessesto correlatedvariablescauseinconsistentpro-
gram state.Semanticconnectionsamongvariablesare common,
andtherefore,multiplevariableconcurrency bugsarecommontoo.

Figure 6 shows an exampleof multiple variableconcurrency
bug from Mozilla. In this example, mOffset and mLength to-
gethermarktheregionof usefulcharactersstoredin dynamicstring
mContent. Thread1 and 2's concurrentaccessesto thesethree
variablesshouldbe synchronized,otherwisethread1 might read
inconsistentvaluesandaccessinvalid memoryaddress.Here,con-
trolling theorderof memoryaccessesto any singlevariable,can-
not guaranteethebug to manifest.For example,it is not wrongfor
thread1 to readmContenteitherbeforeor afterthread2's modi�-
cationto all of threevariables.Therequiredconditionfor thebug
manifestationis that thread1 usesthethreecorrelatedvariablesin
themiddleof thread2'smodi�cation to thesethreevariables.

As discussedabove, mostexisting bug detectiontoolsonly fo-
cuson single-variableconcurrency bugs.Althoughthis simpli�ca-
tion providesa goodstartingpoint for concurrency bug detection,
future researchshould not ignore the problem of multi-variable
concurrency bugs.

Thedif�culty of detectingmultiplevariableconcurrency bugsis
thatit is hardto infer whichaccesses,to differentvariables,should
be well synchronized.Solving this problemwill not only bene�t
automaticconcurrency bug detection,but alsoprovide usefulhints
for programmersto specifycorrecttransactionsor atomicregions
for transactionalmemoryor atomicitybugdetectiontools[12].

Finding (7): 97% (30 out of 31) of the examineddeadlock
concurrency bugsinvolve atmosttwo resources.
Implications: Deadlock-orientedconcurrentprogramtesting
canpairwisetesttheorderamongacquisitionandreleaseof two
resources.

Amongtheexamineddeadlockbugs,only onebug is triggered
by threethreadscircularly waiting for threeresources.Leveraging
this �nding, pairwisetestingon resourcescanprevent the testing
complexity from increasingexponentiallywith thetotal numberof
resources.

4.3 How many accessesare involved?

We �nd that themanifestationof mostconcurrency bugsinvolves
only two threadsanda small numberof variables.However, the
numberof accessesfrom onethreadto eachvariablecanstill be
huge.Therefore,weneedto studyhow many accessesareinvolved
in thebugmanifestation.

Non-deadlockconcurrencybugs
Application Total 1 acc.� 2 acc. 3 acc. 4 acc. > 4 acc.
MySQL 14 0 2 7 4 1
Apache 13 0 6 5 2 0
Mozilla 41 0 12 18 5 6
OpenOf�ce 6 0 2 3 1 0
Overall 74 0 22 33 12 7

Deadlockconcurrencybugs
Application Total 1 acc.� 2 acc. 3 acc. 4 acc. > 4 acc.
MySQL 9 4 1 4 0 0
Apache 4 0 0 4 0 0
Mozilla 16 1 2 12 0 1
OpenOf�ce 2 2 0 0 0 0
Overall 31 7 3 20 0 1

Table 7. The numberof accesses(or resourceacquisition/release)in-
volved in concurrency bugs. (*: “1 acc.” casehappensonly in deadlock
bugs,whenonethreadwaits for itself. The bug triggering thereforedoes
notdependonany inter-threadorderproblem.)

Finding (8.1):90%(67outof 74)of theexaminednon-deadlock
bugscandeterministicallymanifest,if certainordersamongat
mostfour memoryaccessesareenforced.
Finding (8.2):97%(30outof 31)of theexamineddeadlockbugs
candeterministicallymanifest,if certainordersamongat most
four resourceacquisition/releaseoperationsareenforced.
Implications: Concurrentprogramtestingcanfocuson thepar-
tial orderamongevery smallgroupsof accesses.This simpli�es
theinterleaving testingspacefrom exponentialto polynomialre-
gardingto the total numberof accesses,with little lossof bug
exposingcapability.



The Finding (8.1) can be easily understood,consideringthat
mostof the examinedconcurrency bugshave simplepatternsand
involve a smallnumberof variables.Most of theexceptionscome
from thosebugs that involve more than two threadsand/ormore
thantwo variables.

TheFinding (8.2) is alsonatural,consideringthat mostof our
examineddeadlockbugsinvolve only two resources.

Theabove �ndings have signi�cant implication for concurrent
programtesting.The challengein concurrentprogramtesting is
that the numberof all possibleinterleavings is exponentialto the
numberof dynamicmemoryaccesses,which is too big to thor-
oughly explore. Our �nding providessupportto a moreeffective
designof interleaving testing [21]: exploring all possibleorders
within every small groupsof memoryaccesses,e.g. groupsof 4
memoryaccesses.Thecomplexity of thisdesignis onlypolynomial
to the numberof dynamicmemoryaccesses,which is a hugere-
ductionfrom theexponential-sizedall-interleaving testingscheme.
Furthermore,the bug exposingcapabilityof this designis almost
asgoodasexploringall interleavings.It wouldmissonly few bugs
in ourexamination.

A recentmodelcheckingwork [28] usesthe heuristicto start
the checkingfrom interleavings with small numbersof context
switches.Ourstudyprovidessupportfor thisheuristic.

Of course,enforcinga speci�c partialorderamonga setof ac-
cessesis not trivial. Theprograminput andmany accessesneedto
be controlledto achieve that. How to leverageour �nding to en-
ablepracticalandpowerful concurrentprogramtestingandmodel
checkingremainsasfuturework.

5. Bug �x study
5.1 Fix strategies

Beforewecheckhow therealworld bugswere�x ed,ourguesswas
thataddingor changinglocksshouldbethemostcommonway to
�x concurrency bugs.However, thecharacteristicresultis contrary
to ourguess,asshown in Table8.

Application Total COND Switch Design Lock Other
MySQL 14 2 0 5 4 3
Apache 13 4 2 3 4 0
Mozilla 41 13 8 9 9 2
OpenOf�ce 6 0 0 2 3 1
Overall 74 19 10 19 20 6

Table 8. Fix strategies for non-deadlockconcurrency bugs (all
categoriesareexplainedin Table2).

Finding (9): Addingor changinglocksis not themajor�x strat-
egy. It is usedfor only 20 out of 74 non-deadlockconcurrency
bugsthatweexamined.
Implication: There is no silver bullet for �xing concurrency
bugs.Justtelling programmersthat certaincon�icting accesses
arenot protectedby the samelock is not enoughto �x concur-
rency bugs.

MySQL NodeState.hpp

void NodeState::setDynamicId (int id)
{
dynamicId = id;

}

Thread 1 Thread 2

MgmtSrvr::status(... int *myid ... )
{

*myid = 
node.m_state.dynamicId;

}

Correct Order
Buggy Order

dynamicId should 
not be read before 
it is initialized

Wrong order will 
lead to wrong 
functionality MySQL MgmtSrvr.cpp

Figure7. A MySQL bug thatcannotbe�x edby adding/changinglocks.

Thereare two reasonsfor this controversy. First of all, locks
cannotguaranteeto enforcesomesynchronizationintentions,such
asA shouldhappenbeforeB . Therefore,adding/changinglocks
cannot �x certaintypesof bugs.Figure5 shows suchanexmaple.
Herewe show anothersimpleexamplein Figure7. Secondly, even
if adding/changinglockscan�x a bug, in many cases,it is not the
beststrategy, becauseit mayhurt theperformanceor introducenew
bugs,suchasdeadlockbugs.

In thefollowing, we describethedifferentstrategies,otherthan
adding/changinglocks, usedby programmers.We will seethat
thesestrategies usually require deep understandingof program
semantics.At themeantime, they usuallyhave betterperformance
thancorrespondinglock-based�x es,if existing.

(1) Conditioncheck(denotedasCOND). Conditioncheckcan
be usedin differentwaysto help �x concurrency bugs.Oneway
is to use while-�ag to �x order-related bugs, such as the bug
shown in Figure 5. The other way is to add consistency check
to monitor the bug-relatedprogramstates.This enablesthe pro-
gram to detectbuggy interleavings and restoreprogram states.
For example,to �x the bug shown in Figure6, the programdoes
consistency checkif (strlen(mContent)>= mOffset+mLength) be-
fore it executesputc function. The putc will be skippedif the
consistency check fails. In anotherexampleshown in Figure 8,

btr0sea.c

retry:
...
n=block->n;
...

   ...  
if (n!=block->n)
{

goto retry;
}
...

Re-
execute

Figure8. A MySQL bug �x.

condition (n!=block->n) is
checked to see whether the
sharedvariable block->n has
beenoverwritten since the last
time it was read. If n is not
consistentwith block->n , the
program rolls back and reads
block->n again. Note that,
above�x strategydoesnotelim-
inate the buggy interleaving,
which is usuallythepurposeof
lock-based�x es. Instead,it fo-
cuseson detecting buggy in-
terelavings and makes surethe
programstatescorruptedby thebuggyinterelavingscanberecov-
eredin time. It hasbetterperformancethan correspondinglock-
based�x es.

(2) Codeswitch(denotedasSwitch).Switchingtheorderof cer-
taincodestatementscan�x someorder-relatedbugs.For example,
the orderbug shown in Figure4 is �x ed by switchingstatements
S1andS2,sothatS2is alwaysexecutedbeforeS4.

(3) Algorithm/Data-structuredesignchange(denotedas De-
sign). This includes different types of algorithm changesand
datastructurechangesthat help to achieve correctsynchroniza-
tion. Somedesignchangesaresimple,just modifying a few data
structures.For example, in the MySQL bug #7209, the bug is
causedby unprotectedcon�icting accessesto a sharedvariable
HASH::current record . Programmersrecognizethat this vari-
able does not need to be shared.They simply move the �eld
current record out of theclassHASH, makingit a local variable
for eachthread,and �x the bug. As anotherexample,in Mozilla
bug #201134,one threadneedsto conducta seriesof operations
on a sharedvariablensCertType. In order to enforcethe atom-
icity of thatseriesof operations,programmerssimply let program
readnsCertType into a local variable,conductoperationson the
local variable,andstorethevaluebackto nsCertType at theend.
Somedesignchangesaremorecomplicated,involving algorithm
re-design.For example, in Mozilla bug #131447,programmers
changeda messagehandlingand queueingalgorithm to tolerate
specialtiming whena replymessagearrivesbeforeits correspond-
ing callbackfunctionis ready.



As we cansee,�xing concurrency bugsis muchmorecompli-
catedthanjust addingor changinglock operations.Racedetection
tools canhelp programmersconductthoselock-related�x es,but
this is notenough.It is desiredto havemoretoolsto helpprogram-
mers�gure out the bug pattern,the consistency conditionassoci-
atedwith eachbug, etc. For example,if programmersknow that
thebug is anorder-violationbugandthey alsoknow whatthecon-
sistency conditionis, it is easyto comeout with a conditioncheck
�x. This is the challengefor future researchon concurrency bug
detectionanddiagnosis.

Application Total GiveUp Split AcqOrder Other
MySQL 9 5 0 2 2
Apache 4 2 0 2 0
Mozilla 16 11 1 3 1
OpenOf�ce 2 1 0 0 1
Overall 31 19 1 7 4

Table 9. Fix strategies for deadlockbugs (all categoriesare ex-
plainedin Table2)

Finding (10): The most common�x strategy (usedin 19 out
of 31 cases)for theexamineddeadlockbugsis to let onethread
give up acquiringoneresource,suchasa lock. This strategy is
simple,but it mayintroduceothernon-deadlockbugs.
Implication: Weneedtopayattentionto thecorrectnessof some
“�x ed” deadlockbugs.

In many cases,programmers�nd it unnecessaryor not worth-
while to acquirea lock within certainprogramcontext. Therefore,
they simplydroptheresourceacquisitionto avoid thedeadlock.

However, this strategy could introducenon-deadlockconcur-
rency bugs. In someof our examinedbug reports,programmers
explicitly saythat they know the �x would introducea new non-
deadlockconcurrency bug. They still adoptthe �x, becausethey
gamblethat the probability for the non-deadlockbug to occur is
small. In the future,techniquescombiningoptimisticconcurrency
androllback-reexecution,suchasTM, canhelp�x somedeadlock
bugs.Of course,usingthesetechniquesshouldalsobecareful,be-
causethey might introducelive-lockproblems.

5.2 Mistakesduring bug �xing

Fixing bugs is hard.Somepatchesreleasedby programmersare
still buggy. In order to investigatethe natureof buggy patches,
we collect all the distinct buggy patchesof the 57 Mozilla con-
currency bugs 1. Speci�cally, we �rst gatherall the intermediate
(non-�nal) patchessubmittedby Mozilla programmersfor these57
bugs.We thenmanuallycheckeachpatchand�lter out non-bug-
�xing patches,whichonly changecommentsor codestructuresfor
maintenancepurpose.

Our study�nds that17 out of the57 Mozilla bugshave at least
onebuggy patches.On average,0.4 buggy patcheswerereleased
beforeevery �nal correctpatch.Among all the 23 distinct buggy
patches,6 of themonly decreasetheoccurrenceprobabilityof the
originalconcurrency bug,but fail to �x theoriginalbugcompletely
(an exampleis shown in Figure9). 5 of themintroducenew con-
currency bugs.Theother12 introducenew non-concurrency bugs.
Programmersneedhelpto improve thequalityof theirpatches.

5.3 Discussion:bug avoidance

Goodprogramminglanguagesshouldhelpavoid somebugsduring
implementation.Transactionalmemory(TM) is a populartrendof

1 WefocusonMozilla, becauseit hasthebestmaintenanceof patchupdate
information.

Mozilla jscntxt.c, jsgc.c

js_UnpinPinnedAtom (...)
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    }
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    if(state==LANDING){
      return;
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make js_MarkAtom always 
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(a) an incomplete fix for the bug shown in Figure 5. 
This fix left a small window between S1 and S2 unprotected.
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correct interleaving

(b) a final correct fix. 
Now the order between js_MarkAtom and js_UnpinPinnedAtom is enforced.
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Figure 9. The processof �xing the bug shown in Figure5. Pro-
grammerswantto make surejs MarkAtomwill notbecalledafter
js UnpinPinnedAtom. They �rst addeda �ag variablestate to
�x thebug.However, that left a smallwindow betweenS1andS2
unprotected.They �nally addeda second�ag variablegcLevel to
completely�x thebug.

programminglanguagefeaturefor easingconcurrentprogramming.
To estimateits bene�t andwhatmoreareneededalongthis direc-
tion, we studythe105concurrency bugsto seehow many of them
canpotentiallybeavoidedwith TM support.Furthermore,westudy
what arethe issuesthat future concurrentprogramminglanguage
designneedsto address.

Again, our analysisshouldbe interpretedwith our examined
applicationsandevaluationmethodologyin mind, asdiscussedin
Section2.3. In addition,sincedifferentTM designsmayhave dif-
ferentfeatures,in our discussion,we focuson thebasicatomicity
andisolationpropertiesof TM. We discussthe bene�ts andcon-
cernsin general,basedon suchbasicTM designs[2,16,25,26]. It
is de�nitely possiblefor advancedTM designsto addresssomeof
the concernswe will discuss,which is exactly the purposeof our
discussion:provide morereal-world informationandhelpimprove
thedesignof TM.

Application Total Can
Help

TM mighthelp(concerns:)Little
HelpLong Rollback Nature

MySQL 23 7 0 14 0 2
Apache 17 7 0 3 1 6
Mozilla 57 25 8 9 5 10
OpenOf�ce 8 2 0 4 0 2
Overall 105 41 8 30 6 20

Table 10. CanTM helpavoid concurrency bugs?

Finding (11): TM canhelp avoid many concurrency bugs(41
outof the105concurrency bugswe examined).
Implication: Although TM is not a panacea,it can easepro-
grammerscorrectlyexpressingtheir synchronizationintentions
in many cases,andhelpavoid abig portionof concurrency bugs.

Atomicity violation bugs and deadlockbugs with relatively
small andsimplecritical coderegionscanbene�t the most from
TM, whichcanhelpprogrammersclearlyspecifythistypeof atom-
icity intention.Figure8 showsanexample,whereprogrammersuse
aconsistency checkwith re-executionto �x thebug.Here,a trans-
action (with abort,rollback andreplay) is exactly what program-
merswant.



Finding (12): TM can potentially help avoid many concur-
rency bugs(44outof the105concurrency bugsweexamined),
if someconcernscanbeaddressed,asshown in Table10.
Implication: TM designcan combinesystemsupportsand
othertechniquesto solve someof theseconcerns,andfurther
easetheconcurrentprogramming.

One concern,not a surprise,is I/O operations.As operations
like I/O arehard to roll back,it is hardto useTM to protectthe
atomicityof coderegionswhich includesuchoperations.Take the
concurrency bugin Figure1 asanexample.SinceS2involvesa�le
operation,TM might neednon-trivial undo techniquesto protect
theS1–S2atomicregion.

Other concerns,suchas atomic region size and specialcode
nature,alsoexist. For example,theatomiccoderegionsof several
Mozilla bugsincludethewholegarbagecollectionprocess.These
regions could have too large memory footprint to be effectively
handledby hardware-TM.

Many of the above concernsareaddressablein TM, but with
higher overheadand complexity. For example,someof the roll-
backconcernscanbeaddressedusingsystemsupports.Very long
transactionscanbeaddressedby combiningsoftwareandhardware
TMs.

Finding (13): 20 out of the 105 concurrency bugs that we
examinedcannotbene�t from the basicTM designs,because
the violatedprogrammerintentions,suchasorder intentions,
cannotbeguaranteedby thebasicTM.
Implications: Apart from atomicity intentions,thereis alsoa
signi�cant needfor concurrentprogramminglanguagefeatures
to helpprogrammersexpressorderintentionseasily.

Programmers'orderintentionis themajortypeof intentionthat
cannotbe easily enforcedby the basic TM designor locks. In
general,thebasicTM designscannothelpenforcetheintentionthat
A hasto beexecutedbeforeB . Therefore,they cannothelpavoid
many relatedorder-violation bugs 2. Among all order-violation
bugs,we�nd asub-typeof orderintentionsthatareextremelyhard
to be enforcedby basicTM designs:A must be either executed
beforeB or not executedat all. In otherwords,programmersdo
not want B to wait for A. They simply skip A if B is already
executed.For example,in oneMozilla bug,thread1 keepsinserting
entitiesto a cacheandthread2 would destroy the cacheat some
moment.Basedon thedescriptionin thebug report,programmers
do not want thread2 to wait for thread1 to �nish all insertions.
Theprogramsimply skipsany insertionattemptafter thecacheis
destroyed.This happensfor 7 bugs.

In order to help avoid above 20 bugs, the semanticdesign,
insteadof implementationschemes,of the basicTM needsto be
enhanced.Recently, someTM designs[5, 17] are equippedwith
rich semantics(such as watch/retry, retry/orElse)and can help
enforcesomeof theabovesynchronizationintentions.Wehopeour
bug characteristicstudycanhelpfutureresearchto decidethebest
TM design.

6. Other characteristics
Bugimpacts: Amongour examinedconcurrency bugs,34 of them
cancauseprogramcrashesand37 of themcauseprogramhangs.
This validatesthatconcurrency bug is a severereliability problem.

2 Someorder-violation bugscanbe avoidedby TM. In thosecases,order
intentionscanbeenforcedassideeffectswhile TM enforcestheatomicity
of relatedcoderegions(anexampleis shown in Figure2).

Someconcurrencybugsare verydif�cult to repeat.In onebug
report (Mozilla#52111),the reportercomplainedthat “I develop
Mozilla full time all day, andI get this bug only oncea day”. In
anotherbug report(Mozilla#72599),the reportersaidthat “I saw
it only onceever on g (never on othermachines).Perhapsthedual
processorof g makesit occur.”

Testcasesare critical to bug diagnosis.Programmers'discus-
sionsshow thatagoodtestcaseto repeataconcurrency bug is very
important for diagnosis.In Mozilla bug report #73291,the pro-
grammersoncegave up on this bug andclosedthebug report,be-
causethey couldnotrepeatthebug.Fortunately, somebodyworked
out a way to reliably repeatthebug, andthebug was�x edsubse-
quently. In anotherMozilla bug report (Mozilla#72599),the pro-
grammers�nally gave up repeatingthe bug andsimply submita
patchbasedon their “guessing”,andthis led to a wrong�x.

Programmers lack diagnosistools. From the bug reports,we
noticethat many concurrency bugsarediagnosedsimply by pro-
grammersreadingthesourcecode.For example,for 29 out of the
57Mozilla bugs,thebugreportsdid notmentionthattheprogram-
mersever leveragedany informationfrom any tools,coredumps,
or stacktraces,etc.Sometimesprogrammerstried gdb, but could
notgetusefulinformation.We have never seenprogrammersmen-
tioned that they usedany automaticdiagnosistools. In contrast,
in many bug reportsaboutmemorybugs,programmersmentioned
thatthey gothelpfrom Valgrind,Purify, etc[20].

7. Relatedwork
Bug characteristic studies A lot of work hasbeendoneto study
the bug characteristicsin large software systems.Many of them
provide preciousinformationto help improve softwarereliability
from different aspects,suchas bug detection[8, 38], fault toler-
ance[14], failure recovery [6], fault predictionand testing[32],
etc.In arecentwork [43], peoplealsostudiedhow therecenttrends
(availability of commercialtools,open-source,etc)affect thegen-
eralbug characteristics(bugdistribution, �xing time) for all bugs.

Unfortunately, few previous work have studied concurrency
bugs,probablybecausereal world concurrency bugs are hard to
collectandanalyze.For example,in a previous study[6], only 12
concurrency bugswerecollectedfrom threeapplications:MySQL,
GNOMEandApache.Underthissituation,apreviousconcurrency
bug patternstudy[11] hadto askstudentsto purposelywrite con-
current programscontainingbugs, which cannotwell represent
therealworld bug characteristics.Unlike previouswork, we study
the bug pattern,manifestation,and �x of 105 real world concur-
rency bugsfrom 4 largeopensourceapplications.Our studypro-
videsmany �ndings andimplicationsfor addressingthecorrectness
problemsin concurrentprogramming.
Impr oving concurrent program reliability Techniquesto im-
prove concurrentprogramquality is relatedto our work. Due to
spacelimit, herewe brie�y discussthe work that have not been
discussedin previoussections.

In softwaretesting,peopleproposeddifferentcoveragecriteria
in orderto selectively testconcurrentprograminterleavings.Unfor-
tunately, theseproposalsareeithertoo complicated[39] or based
on heuristics[4, 9]. Our study of concurrency bug manifestation
canhelp understandthe trade-off betweentestingcomplexity and
bugexposingcapabilityandhelpdesignbettercoveragecriteria.

In programminglanguagearea,designsotherthantransactional
memoryarealsostudied.AtomicSet[40] associatessynchroniza-
tion constraintswith datainsteadof coderegion. This designcan
help avoid somemultiple variablerelatedconcurrency bugs.Au-
tolocker [24] easesprogrammersspecifying atomic regions by
automaticallyassigninglocks. Our characteristicsstudyprovides
moremotivationfor thesenew languagefeatures.



8. Conclusionsand futur ework
This paperprovidesa comprehensive studyof therealworld con-
currency bugs,examiningtheir pattern,manifestation,�x strategy
and other characteristics.Our study is basedon 105 real world
concurrency bugs,randomlycollectedfrom 4 representative open-
sourceprograms:MySQL, Apache,Mozilla, andOpenOf�ce. The
result of our study includesmany interesting�ndings and impli-
cationsfor concurrency bug detection,testingandconcurrentpro-
gramminglanguagedesign.Futureresearchcanbene�t from our
studyin variousaspects.For example,futurework candesignnew
bug detectiontools to addressmultiple-variablebugs and order-
violation bugs;canpairwiselytestconcurrentprogramthreadsand
focusonpartialordersof smallgroupsof memoryaccessesto make
the bestuseof testingeffort; canhave betterlanguagefeaturesto
support“order” semanticsto furthereaseconcurrentprogramming.
In thefuture,wewill extendourstudywith othertypesof realworld
applications.
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