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Abstract

Theemepgenceof multicore architectureswill leadto an
increasein the useof multithreadedapplicationsthat are
proneto syndironizationbugs,sud asdataraces.Softwae
solutionsfor detectingdata races geneally incur large
overheads.Hardware supportfor race detectioncan sig-
ni cantly reducethatoverhead.However, all existinghard-
ware proposaldor racedetectiorare baseconthehappens-
before algorithm which is sensitiveto thread interleaving
and cannotdetectracesthat are not exposedduring the
monitored run. Thelocksetalgorithm addresseghis limi-
tation. Unfortunately dueto the challengingissuessud
as storing the locksetinformationand performingcomple
setoperations,sofar it hasbeenimplementednly in soft-
ware with 10-30timesperformancehit.

This paperproposeshe r st hardware implementation
(called HARD) of the locksetalgorithmto exploit the race
detectioncapability of this algorithm with minimal over-
head.HARD efciently storeslock setsin hardware bloom

Iter sandcorvertstheexpensivesetoperationsinto fastbit-
wiselogic operationswith negligible overhead We evaluate
HARD usingsix SPLASH-2applicationswith 60 randomly
injected bugs. Our resultsshow that HARD can detect
54 out of 60 testedbugs, 20% more than happens-befa;
with only 0.1-2.6%o0f executionoverhead. We also show
our hardware designis cost-efectiveby comparingwith the
ideal locksetimplementationwhich would require a large
amountof hardware resouces.

1 Intr oduction

Multithreading is a common programmingtechnique
usedin mary sener andscienti ¢ applicationsto achieve
good performance.The emegenceof multicore architec-
tureswill furtherstrengtherthetrendof multi-threadedgro-
gramming.Unfortunately despitethe performancéene t,
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multithreadingalso signi cantly increasessoftware com-
plexity andis proneto synchronizatiorbugs.

One of the most commonsynchronizatiorbugs is the
datarace which occurswhen at leasttwo threadsaccess
the samesharedvariable without synchronizationand at
leastoneaccesss a write. Dataracesare notoriouslydif-
cult to expose,reproduceand diagnosedueto their non-
determinismand timing sensitvity. Therefore,dataraces
caneasilylurk into extensvely testedprogramsand cause
seriousdamagen productionruns.

With the recent impressve adwances in micro-
architecture, interest has risen in the architecture
community in using some of the available hardware
budget to minimize the prohibitive bug detection
overhead and improve the ease of software delug-
ging [15, 27, 34, 18, 35, 17, 38, 37, 13, 26, 12]. A few
studieq15, 27, 26] have proposechardwaresupportfor ef-
cient dynamicracedetection.Thesesystemssigni cantly
reducethe hugeperformancepenaltyof software-onlyap-
proachegrom 10-30timesslowvdown [30] to anacceptable
range,and, therefore,are suitablefor the on-the-y race
detectionin productionruns.

Almost all previous hardware race detectionpropos-
als [15, 27, 26] are basedon the happens-beforalgo-
rithm [23, 7, 14, 27, 26]. This algorithmis basedon Lam-
port's happens-beforeelation[11]. It dynamically moni-
torsthe programexecutionandpartially ordersthe memory
accessebasedn synchronizationsandexecutionorder A
dataraceis reportedif thereis no temporalorderingbe-
tweentwo con icting accessesThebasicideaof the hard-
ware implementation®f this algorithmis to storeaccess
historiesor timestampsn the hardware cache. The stored
informationis communicatedhroughthe underlyingcache
coherenc@rotocolandusedto checkfor any accesanoma-
lies relatedto thehappens-beforerdering.

A major limitation of the happens-beforalgorithm is
thatit canonly detectthoseracesthat manifestduring the
monitoredexecution.Most racesmanifestonly undersome
interleavings. Figure 1 shavs suchan example. The data
raceon x will notbe detectedn the interlearing shavn in
Figurel, becauseéhe accesseto x areorderedby thelock



thread 1 thread 2

X=X+ 1;

lock (1);

y=y+l;

unlock (1);
lock (1);
y=y+l;
unlock (1);
X=x+1;

Figure 1. Happens-before cannot detect the data
race on x in this execution interleaving.

operationsperformedfor accessingy. It canbe detected
by happens-beforenly if the codefragmentin thread2 is

executedbeforethe codefragmentin thread1l. Basedon

real world experience,mary dataracesrequiremore than
tenseven hundredsf repeatedunsto manifestonly once.
Therefore sinceit is impossibleto exhaustiely testevery

possiblethreadinterleaving, the happens-beforalgorithm

can easily miss mary bugs becausehey are not exposed
duringthe monitoredrun, aswe demonstratén our experi-

mentalresults(seeSectionb).

To overcomethis limitation, researcherbave proposed
anotheralgorithmcalledthe locksetalgorithm[30, 33, 5].
This algorithmis insensitve to threadschedulingand can
catchdataracesthatdo not actuallymanifestduring a par
ticular execution.At runtime, thelocksetalgorithmchecks
for violationsof the locking discipline. One simple exam-
ple of thelocking disciplineis thatall accesset thesame
sharedvariableshouldbeprotectedy atleastonecommon
lock. To performsuchchecks the algorithmmaintainsthe
setof locks currently held by a thread(called the thread
Lok Se) for eachthread andthe setof locksthathave pro-
tecteda variableso far (calledthe CandidateSe) for each
sharedvariable. A lock is addedor removedfrom a thread
lock setwhenthethreadacquiresor releaseshelock. The
candidatesetis initialized asall possibldocks,andupdated
upon every accesdo the correspondingrariable by inter-
sectingwith the threadlock set. An empty candidateset
meansno commonlocksprotectthevariableand,therefore,
indicatesa potentialrace.

Unfortunately all existing implementation®f the lock-
setalgorithmaresoftware-baseénd,asaresult,introduce
signi cant overheads. For example, Eraser[30] hasre-
portedafactorof 10—30timesslowdownsfor someapplica-
tions. To reducethis overhead several recentstudieshave
proposedrarioussolutionsfor tradingoff bug detectionac-
curag for performanceor focusingon object-orientedan-
guageswhich canincreasehe monitoringgranularityfrom
variableto object. For example,RaceTack [36] reduces
theoverheador object-orientegorogramso only 2-3times
slowdowns, but it cannotbe appliedto legag/ codewritten

in C andits overheads still notlow enoughfor production
runs.

Despitemary hardwareimplementationsf thehappens-
beforealgorithm, no study hasexploredthe possibility of
implementingthelocksetalgorithmin hardwareto take ad-
vantageof the uniquebug detectiornpower of this algorithm
with low overhead This is becauseémplementinglockset
in hardwareis challengingand needsto addresgwo main
issues.The rst issueis how to ef ciently storeandmain-
tain candidatesetsfor variablesin hardware. Unlike the
happens-beforalgorithmwhoseaccessistory andtimes-
tampshave x edformatandlength,thecandidatesetsin the
locksetalgorithmhave variablesizes,andeachelementn a
setisalock ID oraddres$2-4 bytes).Thereforewe needo
derive a solutionto represent candidatesetusinga small
and x ed-sizestructurein hardware without requiring ap-
plicationsto changetheir sourcecodeto usedifferentlock
primitivesor limit thenumberof locks. Thesecondssueis
how to ef ciently performthe setoperationdn thelockset
algorithm. Suchoperationgnclude addingor removing a
lock from thethreadock setuponalock acquireor release,
andintersectingthe lock setandthe candidatesetat every
sharedaccess.Theseexpensve and frequentlyperformed
setoperationsarethe main sourceof the hugeperformance
penaltyin exiting softwareimplementations To minimize
the overheadit is critically importantto performtheseset
operationsf ciently .

1.1 Our Contributions

This paperproposeghe rst hardwareimplementation
(calledHARD) of thelocksetalgorithm. Thegoalof HARD
is to detectdataraces,ncluding thosethatdo not manifest
duringthe monitoredrun, with little overhead.Essentially
HARD exploits the locksetalgorithm’'s full bug detection
capabilitywith a very small overhead.This makesit suit-
ablefor productiorruns. It is alsosufciently generathatit
canbeappliedto applicationswrittenin mostprogramming
languagegC/C++,Jaa, etc).

HARD ef ciently storesthe candidatesetswith variable
sizesin hardware bloom lters [2] using only 16-bit long
vectors.Theexpensve setoperationsanthenbecorverted
to fast bitwise logic operationswhich can be performed
very ef ciently in hardwarewith negligible overhead.The
candidatesetsarecommunicate@mongprocessordy pig-
gybackingon cachecoherencerotocol messageso mini-
mizeinter-processotraf c.

Additionally, to reducefalsepositives,HARD goesone
stepfurtherthanpreviouslocksetwork by proposingatech-
nigueto handlebarrierswhicharewidely usedn mary par
allel applications Ourtechniqueesetghebloom Iter vec-
torsof all variables afterexiting a barrier This effectively
reduceghe numberof falsepositivescausedy barriers.



We evaluatedHARD usingsix SPLASH-2benchmarks
with 60 randomlyinjecteddataraces.We alsocompareour
locksetimplementatiorwith a happens-beforenplementa-
tion. Ourresultsshav thatduringthe monitoredruns(with-
out selectinginputs and interleavings), HARD detects54
out of 60 testedbugs,20% morethanhappens-beforeyith
only 0.1-2.6%o0f executionoverhead. We also shav our
defaulthardwaredesignis cost-efective by comparingwith
theideallocksethardwareimplementatiorwhich would re-
quirealargeamountof hardwareresource.

This paperis organizedasfollows. Section2 describes
thelocksetalgorithm. Section3 presentghe designdetails
of HARD. Sections4 and5 presenthe evaluationmethod-
ology andexperimentakesults.Section6 discusseselated
work, followedby Section7 which concludeghis paper

2 Background: The LocksetAlgorithm
2.1 BasicLocksetAlgorithm

The locksetalgorithmwas rst proposedn [30]. It de-
tectsdataracesby dynamically checkingthat all shared-
memoryaccessefllow alocking discipline. The simplest
disciplineis thataccessew every sharedrariableshouldbe
protectedby somecommonlock. By monitoringall shared
readswrites andlock acquireandreleaseprimitivesasthe
programexecutesit candetectary violationsof thelocking
disciplinethatoccurwhenaccessingharedbjects.

For eachsharedvariablev, the locksetalgorithmmain-
tainsasetof locksthathave protecteds sofarin acandidate
setassociatedvith v, or C(v). For eachthreadt, thelock-
setalgorithm also maintainsa set of locks currently held
by threadt in thelock setof t, or L(t). A lock| is added
to or removed from the threadlock setL (t) whenthreadt
acquiresor releaseghe lock I. Whena new variablev is
initialized, its candidateset C(v) holdsall possiblelocks.
Whenthe variableis accessetby threadt, C(v) is updated
with the intersectionof C(v) andthethreads currentlock
setL (t). Thiswill ensurethatary lock thatalwaysprotects
v will be containedn C(v). If C(v) is empty thereis no
singlelock protectingv, andthis indicatesa potentialrace.

Implementinglocksetentirely in softwareis expensve.
It needsto instrumentthe lock acquireand releaseprimi-
tivesto updatethe lock setfor eachthread. It alsoneeds
to maintaina candidateset table which storesthe candi-
datesetfor eachvariable. More speci cally, every access
is instrumenteduchthatwhena variablev is accessedis
candidateset C(v) will be found by searchingthe table.
Then C(v) will be updatedby intersectingC(v) andthe
runningthreads lock setL (t). Finally, the new C(v) will
be checled andif it is empty a potentialraceis indicated.
Suchheary-weightmonitoringat such ne granularity(ev-
ery accesgso a sharedvariable)introducesa severe perfor
mancehit in software-onlyimplementationsslowing down
applicationdy up to 30times[30].

2.2 Existing FalseAlarm Pruning Techniquesfor
Lockset

The above basiclocksetalgorithm can resultin mary
falsepositives. This is becausesometimeghe programmer
will intentionally accesscertainsharedmemorylocations
without using locks, if he knows that racescannotoccur
Onesuchcaseis theinitialization of sharedvariableslt is a
commonprogrammingpracticethat accessingharedvari-
ablesin initialization phasewithoutlock protection.Thisis
generallysafebecaus®nly theinitializing threadhasaref-
erenceto thatdata. Anothercaseis whensharedvariables
arewrittenduringinitializationandareread-onlyafterward.
Thesevariablescanbe safelyaccesse@ithout holdingary
locks.

Shared

wo Modified

new thread

Exclusive
wr

rd/wr

rd,
new thread

Shared

rd/wr,
initial thread

Figure 2. State diagram for pruning false posi-
tives introduced due to variable initialization. All
variables are initially in Virgin state. The state of
the variables changes depending on the rd/wr ac-
cesses by different threads as shown in the dia-
gram. A race is reported for a variable only if it is
currently in the Shared-Modi ed state.

In orderto lter outthesecaseslocksetde nesmultiple
statesfor eachmemorylocation. Figure 2 shawvs the four
statesa variablecanbe in andthe actionsthat cantrigger
transitions A newly allocatedvariablev is setto theVirgin
state. Whenit is rst accessedt transitionsto the Exclu-
sive state. As long asv continuesto be accessedy the
samethread,it will remainExclusive. While in Exclusive
state,its candidatesetC(v) will not be updatedtherefore
noraceswill bereported.Thiswill ensurghatvariablesni-
tializedby a singlethreadwill nottriggerfalsealarms,even
if accessewvithoutholdinglocks.

If v is later accessetby a differentthread,its statewill
changeeitherto Sharedf it is a readaccesspr to Shared-
Modi ed if it is a write access.The Sharedstateindicates
that the variablev wasinitialized andthen hasonly been
readby threads. Accessingv without a lock at this point
is safe. Therefore to avoid falsepositives,its candidateset
C(v) will beupdatedbut noraceswill bereported.In con-
trast, the Shared-Modi edstateindicatesthat v hasbeen
written andreadby multiple threadsthereforeits candidate



setC(v) will beupdatedandpotentialraceswill bereported
if arny.

3 Hardware Implementation of Lockset De-
tector

To implementthelocksetalgorithmin hardware,thefol-
lowing two majorissuesneedto beaddressedrirst, how to
ef ciently storeandmaintaincandidatesetsfor variablesin
hardware?Secondhow to ef ciently performthe setoper
ationsrequiredby thelocksetalgorithm,includingaddition,
deletionandintersection?

3.1 Overview

To ef ciently representandidatesetswith variablesizes
and provide fast setoperationsHARD usesbloom lters
for the candidatesetsof all variablesandthe currentlock
setsof all threads.

Figure 3 givesan overview of the HARD designfor a
CMParchitecturaisingasnoojy-basedoherencgrotocol.
EachL1 cachdine is augmentedvith two bits calledL State
to recordthe statesusedin the locksetalgorithmfor false
positive pruning (seeSection2), anda bloom Iter vector
(BF\kctor) to storethe candidatesetof this line. EachL2
cacheline alsorecordsthe candidatesetsand LStatesfor
the correspondind_1 lines. Note that, the L Stateis differ-
entfrom the coherencatate(CState)usedin the coherence
protocol. The size of the BFVectoris 16 bits, which intro-
ducesl/16overheador acachewith 32 Byte cachdines.

[——Ccounter Register — 1
CPU CPU
[— Lok Register —1
L%te BI|=Vector LState BI|=Vector
P Licache | i L1cache

1L
e e ][

L2 cache

1L

Figure 3. Design Overview of HARD. The L2 line
size is twice of the L1 line size.

Fetchingaline from memorywill initialize its candidate
setto all possiblelocks by settingall bits of the BFVec-
tor to 1, andinitialize its LStateto Exclusive. The BFVec-
tor for the candidatesetandthe LStatewill be updatedon
eachaccessaccordingto thelocksetalgorithm (Section2).
The BFVectorand LStatefor eachline are kept consistent
amongprocessordy theunderlyingcoherencerotocol,as

they are part of the datacontentof the correspondindine
(Section3.4).

Inside eachprocessqgrwe add two specialregisters,a
Lok Reister anda CounterReister for storingthe lock
setof the runningthread. The 16-bit Lock Registerstores
theunionof thebloom Iter vectorsof all thelock addresses
currentlyheldby the processarRepresentingpoththe can-
didate set and lock setusing bloom Iter vectorsmakes
addingandremoving locksfromthesetsimpleandfast. The
32-bit CounterRegisterstoresa setof 2-bit countersvhere
eachcounteris associateavith onebit in theLock Register
It is usedto supportremaoving alock from theLock Register
in caseof possiblehashcollisions(Section3.3).

Becausehe locksetalgorithm only handleslock-based
synchronization,it generatespuriousrace reportsif the
program uses other synchronizationprimitives, such as
fork/join, barriersetc. Previous studiesproposedsomepar
tial solutionsto handlefork (or start)by usingtheownership
model[33] andto handlejoin by usingdummylocks [4].
Thesesolutionscan be incorporatedinto HARD as well.
For barrierswhich are commonlyusedin scienti ¢ appli-
cations,we proposea techniqueo prunethe falsepositives
by resettingthe BFVectorsof all variablesafter exiting the
barrier(detailsseeSection3.5).

3.2 Candidate Setsand Lock Setswith Bloom Fil-
ter

Thebloom lter was rst proposedy Bloom|[2] to sup-
port fastmembershifestingof a set. It usesmultiple hash
functionsto map an elementinto a bit vector For each
memberelement,its correspondingoits in the vector are
setto 1. To testwhetheran elementis a memberor not,
its correspondindpits basedn the hashfunctionaretested.
If oneof the bits is 0, the elementdoesnot belongto the
set.Otherwise the elementbelongsto the set(assumingio
hashcollisions).

We usebloom lIters to represenboththe candidateset
andthelock setfor two mainreasonsFirst, BFVectorsuse
asmall x ednumberof bitsto storesetswith variablesizes
(eachelemenbf asetis a2-4Bytelock ID or address)Sec-
ond, it providesvery fastsetoperationssuchassetmem-
bership,intersection additionanddeletion,which are key
operationdrequently performedby the locksetalgorithm.
For instance,computingthe intersectionof the candidate
setandlock setis assimpleasperforminga bitwise logic
AND of the correspondinddFVectors.

Figure4 shavs how we mapa lock addresgo a bloom
Iter vector The sizeof the BFVectoris 16 bits. For each
lock addresdn the set, 8 bits (bit 2 to bit 9, startingfrom
the leastsigni cant bit) are usedto mapthis addresgo a
bloom lter vector The 8 bits arebrokeninto 4 parts,with
2 bits each.Eachpartis usedto directly index 4 bitsin the
bloom Iter vector All indexedbitsaresetto 1. This partial



addressndexing ideawas also usedin [22, 37]. We use
a directindex insteadof a more complex hashfunction to
simplify the hardwarelogic asmuchaspossible.

Lock Address
31 1098 76 54 32 10
......... 11|00(10[/01|00
Yy vy vV Vv
BFVector | 110! 00/0/0!0!1|0! 1:0'0[ 60! 1!0

4bits  4dbits  4bits  4bits
Figure 4. Map a Lock Address to a bloom lter.

For aset,if thereis atleastonebit having valuelin each
of its four bloom lter vectorpartsthesetis notempty Oth-
erwisethe setis empty The bloom lter alwayscorrectly
identi es an empty set. However, due to the hashcolli-
sions,it couldmistalenly identify asetasnotempty Recall
thatan empty candidatesetmeansa datarace. Therefore,
the useof the bloom Iter could potentially causemissing
somedataracesaswe shav in Figure5. Figure5(a)showvs
the candidatesetfor variablev, C(v) = L1;L2, andthe
correspondind@FVector Whenv is accessedby threadt,
thelock setheldby t isL(t) = L3. L(t) andits BFVec-
tor are shaowvn in Figure 5(b). Now the new C(v) should
beC(v)\ L(t) = , however, dueto the hashcollision,
the BFVectorfor thenew C(v) is notempty(Figure5(c)),
whichwill hidethis datarace.

Of course,if the vectoris long enough,the probability
of collision andthusmissingraceswill be very low. How-
ever, we alsohave to minimize the vectorlengthto reduce
the hardwarecost. Therefore choosingan appropriatesize
for the bloom lter is critical. The guidelineis to usethe
smallestvectorsizewith acceptablenissingraceprobabil-
ity (e.g., 1%).

Now, the questionbecomeshow to estimatethe miss-
ing raceprobability Assumingthe vectoris dividedinto 4
parts,the lengthof eachpartis n (n > 1), the sizeof the
candidatesetsizeis m, andthelock addressearerandomly
distributed. For eachelementin thelock set,the probability
thatit collideswith one part of the BFVector of the C(v)
iSCRpart = 1 (”n—l)m , andthe probability of colliding
with all four partsof the BFVectoris CRynhole = CRgam.
CRuwhole givesthefalsepositive probabilityin membership
testing (missingraceprobability in our case). For the set
sizem = 1;2; 3 andthevectorsizeof 16 (i.e.,n = 4for 4
parts),CRyhole = 0:0039 0:037;,0:111, respectiely. Be-
causethe sizesof candidatesetsandlock setsare usually
small in programs,we choosethe vector size of 16. Our
experimentsshav that no raceswere missedasa resultof
having abloom lter vectorof size16.

3.3 Countersfor ThreadLock Sets

In additionto usingabloom Iter (Lock Register)to rep-
resentthe currentlock setof a thread,we alsomaintaina
CounterRagisterconsistingof 2-bit counterdor eachbit in
theLock Registet

Thelock setof a threadis updatedwhena lock or un-
lock operationis performedduring execution.Whenalock
is acquired,the new lock needsto be addedto the lock
set. The additionis a bitwise logic OR of the original lock
setBFVector (Lock Register) andthe new lock BFVector
Whena lock is releasedijt needsto be removed from the
lock set. Updatingthe BFVector of the lock setbecomes
a problem,becauseave cannotjust resetall the bits corre-
spondingto the lock to 0 becauseof possiblehashcolli-
sions. Otherwise ,we may remove somebits belongingto
otherlocks.

We solwve this problemby using the CounterRegister,
consistingof 16 2-bit countersassociatedo the lock set.
Whenever adding a lock, the correspondingbits in the
BFVectoraresetto 1, andthe correspondingountersare
increaseddy 1 until they are saturated.Whenremoving a
lock, the correspondingountersfrom the counterregister
aredecreaseby 1, andthecorrespondingitsin theBFVec-
tor areonly resetif the countersreach0. 2-bit countersare
sufcient becausehe sizeof lock setis small,andthe con-

icts will berare.

3.4 Candidate Setand LState Communication

In ourdesignwe assume snoofy-based:oherencgro-
tocol, thus we storethe candidateset and LState at each
cachdine. Along with thecachedata,thecandidatesetand
LStatearecommunicate@mongtheprocessorthroughthe
cachecoherencerotocol. Whena cachdine is transferred
asaresultof a coherenceequestthe associatedandidate
setandLStatearealsosentto therequestingprocessarThe
requestingprocessoperformstheintersectiorof its lock set
with the receved candidatesetto generatehe new candi-
dateset,andupdatethe L Statebasedon the statetransition
(Figure?2).

In additionto the above extension the coherenceproto-
col alsoneedgo supportthe following requirementWhen
a processoreadsa cacheline thatis in SharedCStateaf-
ter this read, if the newly computedcandidatesetis dif-
ferent from the old one, the new candidateset and the
LStateshouldbe broadcasto otherprocessorandthe L2
cache.OtherL1 cachedhathold thisline andtheL2 cache
shouldsnoopthis messagéo updatetheircandidatesetsand
LStatesfor thisline. Thisis usedto keepthe candidatesets
andLStatesin all valid L1 cachelinesandL2 cachelines
consistentlyup-to-date Figure6 graphicallyrepresentshis
process. In our experiments,suchbroadcashappensot
very often becausehe candidateset of a variableusually
doesnot changeafterafew accesseto this variable.



Candidate Set C(v) = {L1, L2}
Address of L1

Lock Set L(t) = {L3}
Address of L3

New Candidate Set C(v) =
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Figure 5. A False Negative Caused by the Bloom Filter.

P1 P2

| v | C(v)&LState | | v |New C(v)&LState

New C(v) = C(v)NL(t2)
New LSate = Shared

1.1 Cache I.1 Cache )
A A
v | C(v)&LState | if New C(v)
1= 0ld C(v)

New C(v)&LState
\ 4
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Figure 6. Processor P1 responds to a read request
for line v by processor P2 by sending the line, the
candidate set C(v) and the LState. Processor P2
will use C(v) and its Lock set for current thread
t2 — L(t2) to compute the new C(v), and get the
new LState (should be Shared here) based on the
transition graph. The new C(v) and LState will be
broadcast to other L1 caches and L2 cache, if C(v)
changes.

Sendingthe candidateset and LState on the bus or
through the network can increasethe coherencetrafc,
which introducessomeperformanceoverheadasshawn in
our experimentalresults. However, sincewe storethe can-
didatesetand LStatein only 18 bits, the amountof extra
traf ¢ andits performancempactis small.

For adirectory-basegbrotocol,the candidatesetandthe
LStateare storedin the directory insteadof togetherwith

eachcacheline. Every sharedaccesgetsthe candidateset
and LStateinformation from the directory and then puts
the naew information back. The managemenof the candi-
datesetandL Stateis simplerin adirectory-basegrotocol.
However, evenfor alocal cacheaccessthe processoneeds
to getthelocksetrelatedinformationfrom thedirectory in-
steadof from the cachedirectly. This canbe doneon the
backgroundbut maydelaythe detectionof races.

3.5 FalsePositive Pruning for Barriers

Barriers are commonly usedin scienti ¢ applications
(e.g., Splash-2applications). They causemary falsepos-
itivesin the locksetalgorithm, becausehe accessefrom
differentthreadsto a variable can be orderedby barriers,
thenthereis noneedo guardsuchvariableusinglocks. Fig-
ure7 shavs anexample.Beforethebarrier, arrayA[0..7] is
readandwritten by threadtl only. After the barrier only
threadt2 readsandwritesarrayA. Eventhoughduringthe
execution,arrayA is accessetly boththreadg€1 andt2, all
theseaccessearenot protectedby locks. The codeis race
freebecauséherearenoconcurrenticcesse® arrayA (the
accesorderis enforcedby the barrier),but the locksetal-
gorithmwill normallyreportracesamongtheseaccesses.

To eliminatethe falsealarmscausedoy barriers,we set
thecandidatesetBFVectorsof all variableqrepresentingll
possibldocks)afterexiting abarrier Thisway, theaccesses
andtheir lock informationbeforethe barrierarediscarded,
becauseheseaccesseandthe accesseafterthe barrierto
the samevariable have the happens-beforeelation. This
approachis only an approximation. It would be accurate
if all threadswent throughthe samebarrier Fortunately
thisis indeedthe commoncase.In our experimentsall the
benchmarkghat usebarriersfollow this pattern. If differ-
entgroupsof threadsgyo throughdifferentbarriers,or some
threadsdo not go throughthe barrier, this approachmay
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Figure 7. A False Positive Caused by the Barrier.

causedalsenggativesbecausaotall discardedhccessesan
be orderedby the samebarrier To handlethis situation,we
cancombineHARD with the happens-beforalgorithmas
in [36, 21, 25], whichremainsasour futurework.

3.6 Other Designlssues

Cache Displacement: HARD storesthe candidateset
at eachcacheline. In our currentimplementationwhen
a sharedine is displacedfrom the L2 cache,ts candidate
setinformationis lost. Sincethe L2 cacheis typically afew
megabytedarge, keepinghecandidatesetonly in thecache
providesadetectionwindow thatis hundred®f thousanaf
instructiondarge,beforelineshaveto beevictedbackto the
memory This detectionwindow is usuallyenoughbecause
mostracesoccurwithin a shortwindow of execution.

False Sharing:  Candidatesetsare storedat L1 cache
line granularity If anL1 line containanultiple sharedvari-

ables the algorithmrequireghesevariablesto be protected
by commonlocks, which is unnecessary Thus, the false
sharingof the candidatesetscanleadto falsepositives,an

issuealsofacedby previouswork [12, 27]. This problem
canbe mitigatedby usinga smarterparallelizingcompiler
thatwill not allocatemultiple sharedvariablesto the same
line. This canalsohasimportantperformancéene ts.

4 Experimental Methodology

Our experimentsare conductedusing SESC [28], a
cycle-accuratexecution-drvensimulator thatmodelsa 4-
core CMP augmentedvith the HARD functionality. Our
simulatorprovidesa detailedmodelof a CMP with out-of-
orderprocessocoresdetailednemorysystemandbustraf-
c. Theparametersf thearchitectureareshavnin Tablel.

We runsix lock-basedSPLASH-2applicationswith ran-
domly anddynamicallyinjecteddataracebugs'. For each
application,we randomlyinject a single dynamicinstance
of adataraceinto eachrun of the application.This is done

1Since almostall the remaining SPLASH-2 applicationshardly use
locksfor synchronizationsye do not selectthemin our evaluation.

| CoreParameters
CPUfrequenyg 2.4GHz
Int, Mem, FPFUs 3,2,2
BTB 2K, 2 way

ROB, I-window sizes |128,64
Fetch,Issue,Retirewidths|6, 4, 4
LD, ST queueentries |64,48

L1 cache 16KB, 4-way, 32B/line,
3 cyclelateng, 16bBFVector/line

| Memory SystemParameters |

L2 cache 1MB, 8-way, 32B/line,
10cycleslateng, 16b BFVector/ling
Memory 200cycleslateny

Table 1. Parameters of the simulated architecture.

by omitting arandomlyselectedlynamicinstanceof alock
primitive andthe correspondinginlock primitive. For each
application,we usethe testinput setand perform 10 runs,
eachtimeinjecting differentdataraces.

To demonstrat¢he advantage®f locksetover happens-
before,we alsoimplementthe happens-beforalgorithmin
our simulator and comparethe functionality of thesetwo
algorithms. For the happens-beforémplementation,we
storethe timestampsat cache-linegranularity very similar
to storingthe candidatesetsand L Statesin HARD. Note
that, for somesharedvariablesnotall injectedbugsmani-
festin theunderlyingthreadinterleaving asanactualrace

As describedn Section3, dueto the spacelimitations
for maintainingthe candidatesets HARD doesnot provide
anexactimplementatiorof thelocksetalgorithm.Insteadit
malkesthreeapproximations(1) maintainingcandidatesets
at cache-linegranularityinsteadof variablegranularity;(2)
usinga bloom Iter vectorinsteadof a completesetrep-
resentationf3) only maintainingcandidatesetsfor datain
the cache.To shav thatthesethreeapproximationglo not
signi cantly affect its racesdetectioncapabilities,we also
compareHARD with anidealimplementatiorof lockset.In
this idealimplementationye maintainthe candidatesetat
variablegranularityfor all variablesusingcompletesetrep-
resentationasin software implementationf the lockset
algorithm[30]. Similarly, our happens-beforenplementa-
tion makestwo of the threeapproximationg1 and3), and
we alsobuild theidealonethatmaintainshetimestampsat
variablegranularityfor all variables.

To studythe effects of differentcacheandbloom lIter
con gurationsfor HARD, we varythegranularityof storing
candidatesetsand L Statesfrom 4B to 32B, the L2 cache
sizefrom 128KB to 1MB, andthe bloom lter vectorsize
from 16 bits to 32 bits.

5 Experimental Results
5.1 Overall Results

Table2 comparesheeffectivenesof HARD with thatof
ahappens-beforenplementationFor eachapplicationwe



Application HARD Happens-before
default ideal default ideal
#of Bug | #of False | #of Bug | #of False | #of Bug | #of False | # of Bug | # of False
Detected| Alarms | Detected| Alarms | Detected| Alarms | Detected| Alarms

cholesly 9/10 91 10/10 38 6/10 37 10/10 13
barnes 10/10 54 10/10 20 10/10 41 10/10 18
fmm 8/10 73 10/10 40 7/10 70 8/10 36
ocean 8/10 62 10/10 1 8/10 62 10/10 1
waternsquared, 9/10 5 10/10 0 5/10 0 6/10 0
raytrace 10/10 48 10/10 2 8/10 36 8/10 0

Table 2. Overall results: the effectiveness of HARD and a happens-before implementation. “Ideal” means the
ideal lockset and happens-before implementations described in Section 4.

inject 10 races(10 dynamicinstanceof missinglocks) in
10 runs,onefor eachrun (seeSection4). We comparethe
racedetectioreffectivenesof HARD with thatof happens-
beforeusingidenticalexecutions We usetherace-freeexe-
cution(withoutinjectedany bugs)to measurghefalsepos-
itive rate.

As shavn in Table 2, with the default con guration,
HARD can detectmore racesthan happens-before.All
missedracesare causedby losing the candidatesetinfor-
mationdueto L2 cachedisplacement.The 16-bit BFVec-
tors do not causemissingraces,asshavn laterin Table6.
Columns4 and8 of Table2 shaw thatwith morehardware
resourcesall theseracescanbe detectecoy HARD, while
somearestill missedby happens-before.

Happens-beforsuffers from its sensitvity to threadin-
terleaving. It requiresspecialthreadinterlearingsin order
to detectarace,soit detects20% fewer bugsthanHARD
in the default setup.For example, it misses3, 5 and2 bugs
in fmm, waternsquaredandraytrace respectiely. In con-
trast, HARD is insensitveto threadnterleaving andcande-
tectmorebugs(actuallyall of themwith theidealhardware
resources).

To estimatethe numberof falsepositives, we mapthe
reportedracesbackto the sourcecode,andthe numberof
falsepositivesis countedat sourcecodelevel. Therefore,
eachfalsealarmcould containmary dynamicinstancesf
falseraces.Ourresultsshav the falsealarmrateof HARD
with the default setupis noticeablyhigher than happens-
beforefor threeapplications. This is becausehe lockset
algorithmonly handleslock-basedsynchronization.Even
with our falsealarm pruning for barriers, other synchro-
nizationsbeyondlocksandbarrierscanstill introducefalse
alarmsn HARD. Sincehappens-beforeanhandleall kinds
of synchronizationst doesnot have this problem.For both
HARD and happens-beforehe commonsourcesof false
alarmsin the ideal setupare mainly hand-craftedsynchro-
nizationsand benignraces. In the default setup,another
major sourceof falsealarmsin both HARD andhappens-
before is the false sharing of the candidateset, LState
andtimestampswithin a cacheline. For applicationslike

cholesly, barnesfmm, oceanyaytracethe numberof false
alarmscausedy falsesharingis signi cant.

3
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Figure 8. The performance overhead of HARD as
percentages of the original execution time without
HARD.

Figure8 shawvstheperformanceverheadf HARD. We
canseethatHARD'soverheads relatively smallandranges
from 0.1% to 2.6% for all applications. This overhead
comesfrom threemain sources.The rst is theincreased
bustrafc causedy communicatinghe candidatesetand
LStateinformation. The secondoneis the longer access
timeto the sharedvariablesdueto computingandchecking
the new candidatesetfor eachsharedaccess.The third is
the overheadof updatingthe threadlocksetuponlock and
unlockprimitives.Of thethree thebustraf ¢ increasasthe
main contributor to the performancelegradationobsened.
We believe the overheads still very low andwould allow
thedeploymentof HARD in productionsystems.

5.2 Sensitvity Analysis

This sectionmeasureghe effects of candidateset and
LStategranularity L2 cachesize and Bloom lIter vector
size on HARD's functionality in termsof both the num-
ber of detectedbugs and falsealarms. We then compare
eachcon guration with the ideal case(4B granularity 1



Application # of Bug Detected # of FalseAlarms
HARD | Happens-before HARD Happens-before
4-32B 4-32B 4B [ 8B ] 16B[32B [ 4B | 8B | 16B | 32B
cholesly 9 6 25|36 | 74 | 912 | 3 (10| 17 | 37
barnes 10 10 20 | 25| 43 | 54 |18 | 25| 25 | 41
fmm 8 7 40 | 40| 53 | 73 | 36| 39| 49 | 70
ocean 8 8 1 1 2 62 | 1 2 50 | 62
waternsquared 9 5 0 0 2 5 0 0 0 0
raytrace 10 8 2 9 31 48 0 5 18 36

Table 3. Effectiveness of HARD and happens-before with different monitoring granularities.

Application # of Bug Detected # of Bug Detected
in HARD in Happens-before
128KB | 256KB | 512KB | 1IMB | 128KB | 256KB | 512KB | 1IMB
cholesly 6 8 9 9 5 6 6 6
barnes 9 10 10 10 10 10 10 10
fmm 7 7 8 8 6 7 7 7
ocean 7 8 8 8 8 8 8 8
waternsquared 8 9 9 9 5 5 5 5
raytrace 8 9 10 10 7 8 8 8

Table 4. Number of

bugs detected by HARD and happens-before, for different L2 cache siz

es.

Application # of FalseAlarms # of FalseAlarms
in Lockset in Happens-before

128KB | 256KB | 512KB | 1MB | 128KB | 256KB | 512KB | 1MB

cholesly 49 78 81 91 31 31 35 37
barnes 52 54 54 54 39 39 41 41
fmm 73 73 73 73 68 70 70 70
ocean 60 62 62 62 52 58 60 62
waternsquared 5 5 5 5 0 0 0 0
raytrace 48 48 48 48 34 34 34 36

Table 5. Number of false alarms of HARD and happens-before for different L2 cache sizes.

L2 cacheandstoringaccuraténformationinsteadof using
abloom Iter hash).

5.2.1 Varying the Granularity of Candidate Setsand
LStates

In the rst experiment,we vary the granularity of the
candidatesetandL Statefor HARD andthetimestampgor
happens-beforérom 4B to 32B, while keepingthe other
parameterglenticalto thedefault setup.Thenumberof de-
tectedbugsandfalsealarmsof HARD andhappens-before
for differentgranularitiesare shovn in Table 3. For both
HARD andhappens-beforesincethe granularitywill only
affect the numberof falsealarmscausedby falsesharing,
the numberof detectedbugs remainsthe sameacrossall
con gurations. Also, for bothHARD andhappens-before,
the numberof falsealarmsis increasingas the granular
ity increasesbecausdhe falsesharingincreasesvhenthe
granularitygoingfrom 4B to 32B.

5.2.2 Varying L2 CacheSize

In the secondexperiment,we vary the size of the L2
cachefrom 128KB to 1MB, while keepingthe other set-
tings just like the default setup. The numberof detected
bugsandthe numberof falsealarmsareshavn in Tables4
and5, respectiely.

As shawvn in Table 4, the numberof detectedbugsin-
creaseslightly with the L2 cachesize. This is becauséhe
numberof L2 displacementslecreasesandthusthe possi-
bility of missingbugsis lower. However, becausehe foot-
print of theapplicationss fairly small,theeffect of different
L2 sizesis notverysigni cant. Moreover, in orderto detect
arace,we do not needto catchall acceswiolations. Miss-
ing someviolations (e.g.,dueto L2 displacement)s ne
aslong aswe cancatchat leastoneviolation. This further
wealensthe effect of theL2 size.

Thetrendfor the numberof falsealarmsis alsoincreas-
ingfor L2 sizesfrom 128KBto 1MB (Tableb). For theideal



setupalthoughit hasanin nite L2 size,its falsealarmrate
is the least,sinceit keepscandidatesetsat a granularityof
4B insteadof 32B. The small granularitysigni cantly re-
duceghenumberof falsealarms.

5.2.3 Varying Bloom Filter Size

In the third setof experimentswe vary the size of the
bloom Iter vectorfrom 16 bitsto 32bits, while keepingthe
othercon gurationsthe sameasthe default. We only shov
thenumberof detectedbugsandfalsealarmsfor HARD in
Table6, becausdappens-befordoesnotuseabloom lter.

Application | #of BugDetected| # of FalseAlarms

16/32b 16b | 32b

cholesly 9 91 91
barnes 10 54 54
fmm 8 73 73
ocean 8 61 62

waternsquared 9 5 5

raytrace 10 48 48

Table 6. Effectiveness of HARD with different
BF\Vector sizes.

As we cansee,using16-bitand32-bitbloom lters can

detectthe samenumberof bugsfor all testedapplications.

This is becausethe applications' candidatesetsand lock
setsare usually small. For all testapplications,the maxi-
mumsizesof candidatesetsandlock setsarel, exceptradix
which hasmaximumcandidatesetsizeandlock setsize of
3. Therefore,the conict probability in the 16-bit bloom
Iter is very small basedon our analysis(Section3). The
idealsetupcandetectmoreracesbut notbecaus®f bloom
Iter sizesbut becausef thein nite L2 cache.

In termsof falsealarms.the 32-bitand16-bit bloom |-
tersarealmostthesamesxceptfor ocearin whichthe 16-bit
bloom lter hasonelessfalsealarm.Thisis becaus@hash
conict hidesthis falsealarm. Similar to the L2 size,the
larger bloom Iter will not only catchmoreraces,but can
alsogeneratenorefalsealarms.

6 RelatedWork
6.1 RaceDetection

Dataracedetectionhasbeenintensiely studied. Previ-
ouswork in this areacanbe classi ed into four main cate-
gories:dynamicanalysispost-mortenanalysis staticanal-
ysis,andmodelchecking.

Dynamic dataracedetectiontools rely on programin-
strumentatioror hardware supportto monitor memoryac-
cessesand synchronizatioroperations. Someof the most
widely useddynamicdetectionalgorithmsincludelockset,
happens-befor@nda combinationof thetwo.

Thelocksetalgorithmwas rst introducedn Erasel{30]
andit veri es thatevery sharedvariableis protectedby at

leastonelock. If not, it meanghereexiststhe potentialfor
adataraceto occur More detailsonthealgorithmaregiven
in Section2. In [33], the checler detectsracesat object
granularityratherthanatthelevel of individual variablesfor
Java programswhich givesbetterperformancehanEraser
However, the coarsergranularityleadsto mary falsepos-
itives. Choi et al. [5] proposeda wealer-thanrelationto
identify redundanticcessefom theviewpointof datarace
detectionto reduceoverhead.

The happens-beforalgorithm is basedon Lamport's
happens-beforeslation[11] which combinesprogramor-
derandsynchronizatioreventsto establisha partialtempo-
ral orderingof instructions A dataraceoccurswhenatem-
poral ordering betweentwo con icting memory accesses
cannotbe established Several previous studies[23, 7, 14]
arebasedn happens-beforelaskRegy/cling [7] maintains
long memory accesshistoriesto verify that the happens-
beforerelationholds. This resultsin very signi cant space
overheads Although abbreviated historiescanbe usedfor
approximationsthis resultsin a higherrate of falsenega-
tives. In contrast,the techniqueproposedn [14] for pro-
gramswith nestedfork-join parallelismlimits the lengthof
eachvariables historylist to asmallconstantyetensures
manifestedacewill alwaysbedetected.

Otherstudies[21, 25, 36] have proposedcombinations
of locksetandhappens-beforelhehybridalgorithmin [21]
useshappens-befort reducethe falsepositvesgenerated
by usinglocksetalone butstill preseresthecoverageof the
locksettechnique. MultiRace proposedn [25] also com-
bineslocksetand happens-beforand detectsracesat the
granularity of variablesand objects. RaceTack [36] also
usesa hybrid approactin additionto beingableto dynami-
cally adjustmonitoringgranularityto improve performance.

Post-mortenmethodg20, 19, 1] collectanexecutionlog
andanalyzeit to nd races.Theadwantageof thisapproach
is thatit canbe performedof ine andhaslessimpacton
executiontime. If thelog containssufcient information,
both real and potentialracescan be found. However, the
log is usuallyhugefor along execution.

Staticracedetectionmethods[32, 4, 9, 8] arebasedon
compile-timeanalysisof thesourcecodeto nd all possible
dataracesin ary possibleexecutionof the program. Be-
causestatictoolshave accesgo theentiresourcecode they
canperforma globalanalysigto try to provethe programis
race-free. In generalthis techniqueconsenratively reports
all potentialraces,even somethat cannever occurin real
executions.As aresult,statictechniquesisuallyproducea
large numberof falsepositives.

Model checkingis aformalveri cation techniquelt ex-
haustvely teststhemodelor codeon all inputsby exploring
statespacesHowever, therequiremenbf amodelor speci-
cation, andthelargestatespacesn mostprogramsmnake it



hardto use.Both[6] and[10] usesoftwaremodelchecking
to detectdataraces.

6.2 Hardware Support for Debugging

The high performancecostof software-onlydehugging
toolshaspromptedncreasednterestrecentlyinto hardware
supportfor dehugging. Several generalframenorks aimed
at dynamicallydetectinga wide rangeof bugs have been
proposedsuchasiWatche{38], AccMon[37], andPathEx-
pandefl13]. Otherresearchersave proposedarchitectures
thatassistin low-overheactollectionof executiontracesto
beusedfor postmortenbug detection34, 18, 35, 17].

A few studies [15, 24, 29, 27, 26] have looked at hard-
ware supportfor racedetection. Interestingly all propos-
als focusedon variationsof the happens-beforalgorithm.
Min and Choi[15] usecachecoherenceprotocoleventsto
Iter the numberof calls to software monitorsthat check
for races. Perlovic andKeleher[24] target racedetection
for distributedsharednemorysystemghatusereleasecon-
sisteng. Also in the context of distributedsharedmemory
machinesRichardsand Larus[29] proposeextendingthe
coherenceprotocolfor on-the- y racedetection. ReEnact
[27] extendsthehardwaresupportproposedor thread-leel
speculatiorto implementracedetectionbasedon happens-
before. CORD [26] usesscalarclocksandtimestampsor
cost-efective orderrecordinganddataracedetection.Be-
sidegheracedetectiorwork, AVIO [12] useshardwaresup-
portfor detectingatomicity violationswhich alsobelongto
synchronizatiorbugs.

6.3 Other RelatedWork

Bloom lters [2] arefrequentlyusedin hardwareto im-
prove spaceandtime efciency. They are usedto min-
imize load/storequeue (LSQ) searcheq31], to identify
cachemissesearlyin the pipeline[22], andto lter cache-
coherencdrafc in snoopy bus-basedSMP systemdo re-
duceenegy consumptiorj16]. Bloom lters havealsobeen
employedfor ef cient disambiguatiorof memoryaccesses
in speculatie threadq3].

7 Conclusionsand Future Work

This paperhaspresentedHARD, an efcient hardware
implementationof lockset-basedace detectionto detect
more dataraces(comparedto other hardware race detec-
tors)with minimal overhead |t ef ciently storesthe candi-
datesetsandspeedaup the expensve andfrequentsetop-
erationsby usingbloom lters. It alsoproposestechnique
to prunethefalsealarmscausedy barriers.We have eval-
uatedHARD usingsix Splash-2applicationswith 60 ran-
domlyinjectedraces HARD detects$4 out of 60testbugs,
20%morethanhappens-beforayith only 0.1-2.6%of exe-
cutionoverhead Ourhardwaredesignis alsocost-efective,
becauséts bug detectionrcapabilityis very closeto theideal

locksetimplementationwhich would requirelarge amount
of hardwareresource.

We arein the proces®f extendingthiswork in two ways.
First, we planto evaluateHARD for moreapplicationses-
pecially sener programs,suchas apacheand mysql, and
Jarabenchmarkdike SPECjbbandSPECV¢h Secondwe
will combinewith the happens-beforalgorithmto prune
falsealarmscausedy othersynchronizationsThe combi-
nationis fairly straightforvard,but requiresmorehardware
resource.lt will be challengingto minimize the hardware
costwithoutlosingary functionality.
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